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From the Chairman’s Desk

The Human Firewall

The importance of “People” in Information
Security has always been recognized. One
dimension of this recognition is that we
often say most of the Cyber Security
beaches can be attributed to the
negligence of humans. “Insider threats”
are therefore considered as an important
aspect of risk assessment whether it is
applied for Information Security or Data
Security for Privacy Protection.
In this context, humans within an
organization are a “Vulnerability” and
could become a risk factor when this
vulnerability is exploited by an external
threat arising out of social engineering or
clever manipulation of human behaviour.
The more positive approach to recognizing
the human element in Security is how to
use the strength of humans in countering
threats arising out of technology or law or
from other malicious humans.
The concept of “Human Firewall” therefore
is how to harness the human resources
within an organization to mitigate the
threats not only of risks arising out of
external criminals but also risks arising out
of insider negligence or insider malicious
acts. Insider malicious acts often arise out
of internal professional jealousy, rivalry,
vengeance etc.
In the Data Protection Standard of India
(DPCSI) we had recognized this fact and
introduced several measures such as
“Distributed Responsibility”, “Augmented
Whistle blower policy”, “Augmented HR
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Policy”, “Employee Privacy Policy” etc to
specially address this risk.
This issue of DPJI is dedicated to a
discussion of this topic and we have
published a detailed research paper of Dr
Anirban Ghosh who has done a deep
analysis of the problem. We have also
provided extracts of the concept of
“Distributed Responsibility” for Data
Protection and the “My Bhi Chowkidar”
concept which we have strongly advocated
in the DPCSI.
During this quarter, a substantial progress
was achieved by FDPPI with the
introduction of the online Data Trust Score
(DTS) tool both for the proposed Indian
legislation and GDPR. The Government on
the other hand has not been able to pass
the Data Protection Bill and it appears that
the “PDPB 2019” remains as the due
diligence under Information Technology
Act 2000/8 for some more time.
However, FDPPI continues its efforts in
spreading the awareness of Data
Protection for Privacy Protection and its
efforts in developing “Sectoral compliance
frameworks” based on DPCSI as suggested
“Code of Practice” for different industry
segments.
We believe that every step we take is a
step towards the goal of making India a
Privacy and Data Protection Compliance
society.
Naavi
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From the Newsroom
1. CERT-IN issued guidelines on
notification of data breach within 6
hours, time synchronisation, data
retention of logs for 180 days and
registration details of subscribers
for 5 years. The data notification
norms were more stringent than
the 72-hour timeline used in GDPR
and the PDPB 2019.
2. Ola came for criticism for releasing
personal data of one of its vehicle
owners collected by its EV on
Twitter to defend claims of faulty
functioning. This opened a debate
on the legitimate interest of a data
fiduciary to disclose personal data
in public space in self-defence.
Since the customer’s complaint was
made in Twitter space, Ola felt
justified in releasing its reply also
on Twitter.
3. IT Minister Mr Vaishnaw flagged
the need for amending ITA 2000.
This could give an excuse for
delaying passage of the PDPB 2019
though the minister of state Mr
Rajeev
Chandrashekar
has
announced that the Bill may be
passed within 2-3 months.
4. Razor Pay a payment gateway
company lost Rs 7.3 crores to
hackers through manipulation of
authorizations in respect of 831
failed transactions.
5. TRAI has announced that it intends
to make it mandatory for ISPs to

display caller ID on the recipient’s
mobile based on the KYC data. If
implemented, it could drastically
prevent fake calls and Voice
impersonation and associated
frauds.
6. Spicejet faced ransomware attack
which temporarily impacted its
flight schedules on May 24/25.
7. Twitter was fined $150 million for
customer data breach which
occurred in the time period 20132019 through an FTC order in USA.
8. Ministry of IT declared ICICI Bank ,
HDFC Bank and UPI systems as
“Protected Systems” under Section
70 of ITA 2000
9. A system for online self-evaluation
of Data Trust Score both under the
Indian data protection law (as
proposed)
and
GDPR
was
introduced by Ujvala Consultants
Pvt Ltd, a supporting member of
FDPPI.
10. A system for “Data Importer’s
Assurance
Certification”
was
introduced by Ujvala Consultants
Private ltd to meet the latest
guidelines for third country data
transfer under GDPR.
11. Bill introduced in USA for federal
privacy law.
12. Germany has banned Facebook
from using WhatsApp data.

(For more detailed discussion on the above news bits, please visit www.naavi.org and
www.fdppi.in )
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Humans as a Security Vulnerability
Naavi
social engineering methods or lure them
An organization is an
into greed traps. These are the threats that
aggregation of people
need to be identified and flagged for
who use tools and
mitigation.
processes for a desired
organizational outcome.
Technology intoxication among the
When
the
desired
employees as well as other issues such as
organizational outcome
vengeance, jealousy, one-up-man ship etc
is hindered by either the technology or the
also contribute to employees themselves
process or the people, we say that there is
taking the path of criminality without any
an adverse event. Anticipation of such
external motivation. These factors are the
possibility where the achievement of the
“Vulnerabilities” that need to be identified
goals of an organization are hindered by a
and flagged for mitigation.
failure of any of the factors of production
such as the technology, process or people
Just as our technical firewall blocks
is the “Risk Assessment” which is sought to
external attacks and the Intrusion system
be mitigated by various means.
identifies potential attacks, security risks
arising out of human frailties need to be
“Mitigation” of a risk depends on how well
blocked and attempted external threats
we can anticipate the oncoming risks and
deflected. The “Human Firewall” needs to
hence requires flagging of vulnerabilities
activate the strengths of the work force
and the threats to the system.
and make them identify and block threats
that can be executed through human
Several studies of Cyber Crimes have
weaknesses. At the same time to assist this
shown that 95% of all Cyber Crimes occur
Human Firewall, we need a Human IDS
because of the involvement of internal
which involves identifying
human
employees of an organization or their
weaknesses. This requires profiling of
negligence. Technical security specialists
human behaviour which is the sensitive
design high level encryption, multiple level
aspect of Privacy of Employees.
authentication mechanism, data integrity
management system etc. But ultimately it
Presently, we are influenced by the GDPR
is the people in the organization who have
concept where privacy of employees is as
to manage these security tools and the
important as the privacy of an external
possibility that they may be complacent or
individual. An employee of an organization
malignant does remain. Policies to some
is a close confidant who has full access to
extent try to help people move on the right
internal policies, procedures, happenings.
track and also nudge them to good
Hence, he/she has full view of the other
behaviour with different sanctions.
vulnerabilities in the organization such as
the technology and processes. In fact, part
But criminals design their own methods to
of the workforce are themselves
psychologically manipulate individuals
responsible for the technology and
within the organization through various
processes and hence there is a conflict of
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interest between the class of employees
who are responsible for policies and
procedures and the technical and policy
level vulnerabilities.
Recognizing this internal conflict between
employees and the system of information
or data security, the DPCSI (Data
Protection Compliance Standard of India)
has suggested that organizations need to
have a separate “Privacy Policy” for
employees different from the privacy
policy for non-employees. Indian law
(Proposed PDPB 2019) has gone one step
forward by providing some exemptions to
organizations regarding Privacy of
employees. Some new laws including the
proposed federal privacy law of USA
(American Data Privacy and Protection Act
or ADPPA) has full exempted the
“Employees” from the provisions of the
law.

As far as the protection from outside threats
are concerned, we expect the support of every
employee of the organization. It is in this
context that we say that “Every Employee is a
CISO/DPO” within his domain of activity. This is
the essential principle behind the “Distributed
Responsibility” concept in DPCSI. (Ed: Please
check the DPCSI standard and implementation
specifications for more information on this).
Since we have recognized that part of the
human vulnerability arises out of the “Deviant
Minds” within an organization who are “SelfMotivated” to cause damage and don’t need
an external threat, we need to identify two
classes of employees, those who are
themselves responsible for the security and
those who are only responsible to follow the
instructions of their superiors. In the DPCSI
context we have referred them as “Internal
Data Controllers” and “Internal Data
Processors”.

The ”Social Engineering” threat takes the form
of “Phishing”, “Vishing”, “Dropping of malware
from trusted sources” etc. These are the
“threats” that we try to counter by various
technical means including the anti-virus
systems. Of late the emergence of deep fake
and artificial intelligence usage in designing
fake voice messages or fake video messages
has been posing a big challenge in preventing
impersonation and use of false identity to carry
out social engineering.

Thus, the human firewall at the edge consists
of all the employees while the secondary
firewall
consists
of
Internal
Data
Controllers.(IDC).
These IDCs could be
managers of individual processes. They are
near to the process, know what the process is
doing to the data and hence are better
equipped than the so called “ Data Protection
Officer” who could be sitting far away in a
different location.

The ”Human Firewall” therefore needs to
address the prevention of exploitation of
human vulnerabilities by malicious persons
both within the organization and outside.

Hopefully security implementing teams will
incorporate these principles to harden the
human security aspects in their respective
organizations.
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Humans as Tools of Security
Naavi
organization, we need to look beyond the
In the technical security
creator of the process.
environment, we design
“Access Control” systems
Now we know the qualities of a functional
“encryption”, “hash-table”
leader as indicated by motivational
, “Digital Signatures” etc
leaders.
which are all systems
which are created by technology itself. We
They are
also create policies and a policy to ensure
1. Empowering team members
that policies are to be adhered to.
Similarly, we need to create tools of human
A leader is a team member. He
security from out of the humans.
should ensure that contributions
come from all members of the
One criterion for creation of human
team. For this he needs to know
firewall is to identify “Internal Data
how to motivate people.
Controllers” who are “Process Leaders”.
Motivation itself is an art and
This is based on the operational control
requires an understanding of
that a person has for a process. However,
people, “empathy” and acceptance
we do see some stray incidents where the
that different people get motivated
“Leaders” themselves may turn rogues
by different aspects. Some are
and commit frauds. Hence the strategy to
motivated by financial incentives,
build human security system in an
some by recognition, some by
organization needs to factor in the
challenges. Every worker is not
“Behavioural Traits” that are required for a
motivated by money. A leader
“Security Leader”.
should therefore understand the
principles of motivation and how it
The principle that we should accept and
can be applied based on the target
work with is that a good ”Functional
team member to be motivated.
Leader” may not always be an appropriate
“Security Leader”. Hence just because a
2. Effective Communication
person is a “Technical Wizard” and has
been the backbone of the R&D in an
A leader should have good
organization which has created a beautiful
communication skills. He should be
algorithm, it does not follow that he should
able to his subordinates the
also be designated as the Security leader
superordinate goal of the team in
for that algorithm.
such a manner that each person
understands his role within the
In fact, it would be good to have a policy
organization and within the team.
that “The creator of a process shall not be
the security leader for the same process”.
An effective communicator should
Hence while choosing an Internal Data
know when messages are to be
Controller for a specific process in an
communicated orally or when it has
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to be communicated in writing. He
should
know
when
the
communication has to be direct
and when it has to be indirect.
In the context of “Work From
Home”, many leaders who are
naturally good communicators
across the table fail miserably when
they are required to communicate
through an e-mail.
These “Communication Skills” need
to be acquired by a leader through
experience,
observation
and
specific training.
3. Emotional Intelligence
One of the current generation
concepts is the “Emotional
Quotient” of a person and the
intelligence
to
understand
communication to different people
with different emotional quotient.
Emotional intelligence is an ability
to mix emotions in communications
so as to increase its effectiveness
and avoid decrease its intended
effect.
For example, when communicating
a raise to the subordinate, it is easy
to use a loud congratulatory
message but if the communication
is in front of another person or
there is a possibility that your
message is likely to be shared with
other
persons,
then
the
exaggerated emotions you may like
to display to the subordinate to
whom you are giving a raise may
create a serious adverse effect on
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his peers who might not have got
the same raise. Even when the
team knows that the person
deserves a raise, they may still be
unhappy with their boss using a
high praise in the e-mail
communicating the raise.
An emotionally intelligent boss
knows not only the emotional
quotient of the recipient of the
communication but also the
emotional quotient of his other
team members. Part of this skill is a
basic trait of an individual, but an
aspiring leader of men has to
cultivate a minimum level of skills
to respond to the emotional
quotient of his team members.
4. Problem Solving Skills
Problem solving attitude is another
key skill for a leader. Any leader has
to encounter issues related to
project planning and management.
While projects can be planned on
the basis of assumptions and will
also include solving the assumed
problem statement, what is critical
for a leader is to find ways to
manage a problem when it arises
during the implementation of a
project. Such problems may arise
due to faulty planning or because of
the changes in the environment.
When problems arise due to faulty
planning, the leader has to also
take into account avoidance of
witch-hunting
and
blaming
somebody to escape his own
responsibilities. A good leader
takes responsibility for his earlier
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decisions
and
collective
responsibility and does not try to
hold some subordinate responsible
for the adversities to escape the
leader’s responsibility. In fact, a
benevolent leader owns mistakes
and shares success with team
members.
When earlier plans fail for
whatever reasons including when
environmental factors change,
then the leader has to find ways to
find alternate plans to reach his
goals and this requires a “Problem
Solving attitude”. This is a skill
which requires parallels thinking to
go to the root cause of the problem
and find a solution without a
peripheral window dressing.
The finding of root problem
involves ability to suppress one’s
ego, accept mistakes, listen to
others and sometimes innovate
alternate routes to the goal. The
leader has to use both strategic and
tactical skills to overcome the
hurdles and move towards the
goal.
5. Other qualities
It goes without saying that a leader
has to be a visionary, stay up to
date on the knowledge, stay open
minded, care for his team members
and have a passion for the goals.
The first tool of human security is therefore
choosing a security leader with the right
credentials as discussed above. If
necessary, these have to be imbibed in the
chosen person through training. FDPPI’s
Certification program for DPOs includes a
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module on Behavioural aspects which
include the above along with necessary
skills associated with an effective Data
Protection Officer.
Apart from preparing the security leader
with the behavioural aspects of how to be
a good security leader, the entire
workforce needs to have some basic
awareness of the requirements at their
level to act as watch guards within their
own domain of activity. It is in this context
that the undersigned has suggested a “My
Bhi Chowkidar” tag to every member of the
workforce whether his primary work
responsibility is software development or
IT or IT Security or Compliance or
Marketing or Finance.
Once the members of the workforce are
ready to act as watch guards, the human
firewall will be ready for the organization.
With the “Augmented Whistle-blower
policy” suggested under DPCSI with the
inclusion of customers or public and
employees
of
business
associate
organizations,
along with proper
protection of the whistle blowers and
confidentiality of alerts raised if any, the
“Human-IDS” system would be ready.
Implementation of the Human Firewall and
Human IDS will go a long way in improving
the effectiveness of the policies and
technical devices provided by the
organization. The measurement of Data
Trust Score (DTS) under the HR
responsibilities will provide an indication of
such effectiveness. (Kindly check the
MyDTS online system for more information
on DTS for more details on how DPCSI
addresses the need to integrate the
workforce in enterprise data protection
compliance).
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The Right to be Forgotten in Indian Laws
By M.G. Kodandaram, IRS., Assistant Director (Retd), ADVOCATE and CONSULTANT

The concept of the
right to be forgotten,
also known as ‘the
right to erasure’, is a
civil right vested with
the individuals to have
their
personal
information removed
from the internet. The modern-day
explanation to the ‘Right to be
Forgotten’(RTBF) is narrower and
understood as one’s right limited to
remove personal information like
photographs, videos, and other identifying
information from publicly available digital
sources, internet searches and other
online directories. In the age of internet,
we assume that such a right in a person is
restricted to providing legal framework to
exercise the right to removal of personal
information from internet as a substantial
right.
This narrow and inadequate
approach appears to be not enough to
provide total protection to the dignity of an
individual in his or her private space. In
fact, the legal framework to protect the
said right needs to be built around the
principle of preserving the dignity and selfrespect of an individual in a civilised
society. Unless it is directed towards
removal of such information from all
possible sources such as ‘print media,
government records, digital media,
internet, and all other means of
information communication’, the narrow
legal framework may not be able to give
desirable protection to the dignified living
of a human being. An attempt is made here
to analyse and understand the legal
developments and the social environment
in India about recognising the said rights of
the Citizens.
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Scope of ‘Right to be Forgotten’(RTBF)
The scope of RTBF remains largely
undefined as it is not expressly recognised
either in the international human rights
instrument or in the Constitution. It ranges
from a mere limited right protected by
existing data protection law to broader
notions encompassing the protection of
reputation, honour, and dignity. The RTBF
usually refers to a remedy which in some
circumstances enables individuals to
demand from search engines, the de-listing
of information about them which appears
following a search for their name. It can
also refer to demands to websites’ hosts to
erase certain information. The RTBF is also
called as the right to erasure. Therefore,
such protection should be expanded to
non-digital traditional communication
modes and media also.
The RTBF is a part of privacy rights that
needs to be vested with every individual
for protecting his/her sensitive private and
personal information, whatever may be
the devices/technology or methods used,
to protect the individual’s peaceful
existence. The issue has arisen from desire
of human being to determine the
development of their life in an
autonomous
way,
without
being
perpetually defamed /stigmatized as a
consequence of past action performed.
Almost all of us have had some
embarrassing moments in our lives and we
all have undoubtedly made mistakes. Most
of us learn and change, but what if the
world refuses to accept our evolution.
Individuals should have the right to make
potentially
damaging
information
disappear after a certain time has elapsed.
The RTBF needs to be considered with view
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to provide fair and justified social
practices, executive safeguards, and legal
remedies. However, such a right can come
in conflict with the principle of free speech
which needs to be protected as a
fundamental right.
The RTBF in the digital era reflects the
claim of an individual to have certain data
deleted so that third persons can no longer
discover the negative information in public
domain as the individual has transformed
or corrected his past deeds. It could be
defined as the right to silence on past
events in life that are no longer occurring.
This leads to allowing individuals to have
information in various media/modes about
themselves deleted from such records so
that they cannot be found by search
engines also. This should become an
ethical practice in the society to be
adhered to as a matter of self-discipline.
There is need of instructions to the
executives in charge of data administration
that on request from the victims, they
must be able to segregate the intimidating
information from the public documents
and avoid sharing such information, except
to meet the requirement of fulfilling the
requirement of either a larger public
interest or to meet the obligations of a law
enforcing authorities, Government, or
courts. There must also be legal and fair
remedy available whenever the victim
finds and feels that his/her RTBF have been
violated.
Privacy is a broader concept relating to the
protection of individual autonomy and the
relationship between an individual and all
sections of the society. In the cyber world,
Privacy as such is very hard to enforce, as
compared to pre-internet and social media
times. RTBF, as it is connected to
reputation of a human being, has to be
interpreted to mean something more than
mere survival and mere existence of a
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person. It includes all those aspects of life
which go to make a person’s life
meaningful, complete, and worth the
living. The right to privacy constitutes
information that is not publicly known,
whereas the right to be forgotten involves
removing information that was publicly
known at a certain time and not allowing
third parties to access such information.
Right to privacy and the right to be
forgotten are not merely a common right
but should form a part of inalienable
fundamental right in the ambit of the right
to life embodied in Article 21 of our
Constitution.

RTBF in General
Regulation

Data

Protection

RTBF, whereby a person would have the
right to lead an anonymous life with
reference to data retention and digital
memory on the internet, was first
developed and recognized by France.
Gradually, the issue was discussed at
length by the European Union and later,
Argentina also recognized the same. The
European Union developed the RTBF
concept whereby every individual would
have the right to anonymity in context of
digital media and online portals. The
European Data Protection Directive in
1995 (Directive 95/46/EC) paved way to
control the processing of data. The
General Data Protection Regulation
(GDPR) enabled the right to individuals by
vesting rights to delete or erase their
personal information. The GDPR states
that the data subject (‘Principal’ in the
Indian PDP Bill) shall have the right to the
erasure of personal data concerning him or
her. As per the Article of 17 of GDPR [the
Right to erasure], the data subject shall
have the right to obtain from the controller
the erasure of personal data concerning
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him or her without delay and the controller
shall have the obligation to erase personal
data without undue delay where one or
more of the following grounds apply:
a) The personal data is no longer
necessary for the purpose an
organization originally collected or
processed it.
b) The individual withdraws the consent
given earlier.
c) The individual objects to processing
and there is no overriding legitimate
interest for the organization to
continue with the processing.
d) The organization is processing personal
data for direct marketing and the
individual objects to this.
e) An
organization
processed
an
individual’s personal data unlawfully.
f) An organization must erase personal
data to comply with a legal ruling or
obligation.
g) An organization has processed a child’s
personal
data
to
offer
their information society services.
However, the organization’s right to
process someone’s data might override
their RTBF under certain circumstances
permitted in the GDPR. The reasons to
restrict the right to erasure of personal
data are - (i) data is used to exercise the
right of freedom of expression and
information.(ii) data is used to comply with
a legal ruling or obligation.(iii) data is used
to perform a task that is being carried out
in the public interest or when exercising an
organization’s official authority.(iv) data
processed is necessary for public health
purposes and serves in the public
interest.(v) data processed is necessary to
perform preventative or occupational
medicine.(vi) data represents important
information that serves the public interest,
scientific research, historical research, or
statistical purposes and where erasure of
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the data would likely to impair or halt
progress towards the achievement that
was the goal of the processing.(vii) data is
used for the establishment of a legal
defense or in the exercise of other legal
claims.
Legal Journey of RTBF in India
The disputes regarding RTBF has been
deliberated in various legislations and
judgments around the World. In India, at
present, there are no specific legal
provisions that expressly provide for the
protection of the RTBF in respect of
individual’s personal data. The search of
Indian citizen for accessing the RTBF are
discussed in the following part by analysing
the ratio of the various decisions of the
Indian Courts and the Supreme Court. The
ratio of decisions in important cases are
deliberated, with a purpose to understand
the existing judicial viewpoint / stand on
the philosophy of RTBF in the Indian sociolegal scenario.
The Indian judiciary has from time to time
upheld and respected world human rights
but has failed to recognise this right or
even discuss about the matter in detail up
to 1990s. In Kharak Singh v. State of U.P.
[1963 AIR 1295], the Honourable Supreme
Court recognized the right to privacy as a
part of Article 21, i.e., right to life and
personal liberty. In this case the Supreme
Court of India in its decision dated 18
December 1962, held that certain
provisions that allowed the police to make
domiciliary visits to ‘habitual criminals’ or
‘individuals likely to become habitual
criminals’ are unconstitutional.
In brief the facts of the case are as follows.
The petitioner was challenged in a dacoity
case but was later released as there were
no evidence against him. The police as per
the existing practice opened a history
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sheet against him. He was put under
surveillance (Regulation 236 of the U. P.
Police Regulations), which involved secret
picketing of the house or approaches to
the houses of the suspects, domiciliary
visits at night, periodical enquiries by
officers not below the rank of SubInspector into repute, habits, association,
income, expenses and occupation, the
reporting by constables and chaukidars of
movements and absences from home, the
verification of movements and absences by
means of inquiry slips and the collection
and record on a history sheet of all
information bearing on conduct. The
petitioner through a writ petition
challenged the constitutional validity of
the said Regulation. The defence of the
respondent was that the impugned
Regulation did not constitute an
infringement of any of the freedoms
Guaranteed by Part III of the Constitution,
and even if they were, the provisions have
been framed in the interests of the General
public and public order and to enable the
police to discharge its duty in a more
efficient manner, and hence were
reasonable restrictions on that freedom.
The Apex court held that out of the five
kinds of surveillance referred to in
Regulation 236, the part dealing with
domiciliary visits was violative of Article 21
of the Constitution and as there was no law
on which the same could be justified, it
must be struck down as unconstitutional,
and the petitioner was entitled to a writ of
mandamus directing the respondent not to
continue domiciliary visits.
However, in respect of the other matters
constituting surveillance were not held as
unconstitutional. The secret picketing of
the houses of tile suspects could not in any
material or palpable form affect either the
right on the part of the suspect to move
freely' or to deprive him of his 'Personal
liberty' within the meaning of Article 21. In
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dealing with a fundamental right such as
the right to free movement or personal
liberty, that only can constitute an
infringement which is both direct as well as
tangible, and it could not be that under
these freedoms the Constitution makers
intended to protect or protected mere
personal sensitiveness, 'The term
'picketing' has been used in the Regulation
not in the sense of offering resistance to
the visitor-physical or otherwise-or even
dissuading him from entering the house of
the suspect but merely of watching and
keeping- a record of the visitors. Certain
clauses of Regulation 236 dealt with the
details of the shadowing of the historysheeters for the purpose of having a record
of their movement arid activities, and the
obtaining of information relating to
persons with whom they came into contact
with a view to ascertain the nature of their
activities did not infringe any fundamental
right of the petitioner. The freedom
guaranteed by Article 19 (1) (d) was not
infringed by a watch being kept over the
movements of the suspect. Article 21 was
also not applicable. The suspect had the
liberty to answer or not to answer the
question put to him by the police, and no
Law provided for any civil or criminal
liability if the suspect refused to answer a
question or remained silent. The right of
privacy is not a guaranteed right under our
Constitution, and therefore the attempt to
ascertain the movements of an individual
is merely a manner in which privacy is
invaded and is not an infringement of a
fundamental right guaranteed in Part III,
the court held.
Positive Trends Towards RTBF
In the case of State of Punjab v/s Gurmeet
Singh and Ors, [1996 AIR 1393] the
Supreme Court held that anonymity could
help to protect victims of sexual offence
from social ostracism. This case makes an
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important distinction with respect to the
evidence and the credibility which needs to
be given to rape victims. It was also held
that a lady judge should be present for the
trial in these types of cases, so that the
victim can give her statement with ease,
and this would enable the proper discharge
of duties of the court with more efficiency
and effectiveness. The court held the
petitioner does not have the wrong motive
to falsely accuse a person so, in that case
her evidence would be valid. The apex
court observed that the lower courts had
not dealt diligently, and they should have
shown sensitivity when dealing with a
victim of a sex crime. They were of the view
that a rapist does not only defile the
victim’s privacy but also causes serious
harm to her psychological well-being which
is only furthered by the Court when the
testimony of the victim is not appreciated
as the cornerstone of the case even if it has
no corroboration in material particulars.
In the case, Dharmaraj Banu Shankar Dave
v/s State of Gujarat, [[5] SCA No. 1854 of
2015] the petitioner was charged with
various criminal offences, including
culpable homicide amounting to murder.
He was acquitted by the Sessions as well as
the High Court in the kidnapping and
murder case. He demanded that the
judgments regarding his case should not be
available publicly. The petitioner’s prayer
under Article 226 for ‘permanent restraint
of free public exhibition of the judgment’
failed, as the judgement being declared as
‘non-reportable’, copy of the judgment
with his name was available on various
legal portals and could be searched on
search engines. It was also alleged the
same had affected his personal and
professional life. The Court held that the
petitioner has failed to prove the violation
of any law to be redressed under Article
226 and observed that his claim does not
violate Article 21 of the Constitution. The
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publishing of any judgment or proceeding
on a website would not come under the
realm of ‘reportable’ as understood in
context of judgments reported in a law
reporter. The Gujarat High Court rejected
the petition as it did not recognize the
‘right to be forgotten’ as a fundamental
right.
In the case, X v/s Registrar General, [W.P.
No. 62038/2016] the Karnataka High Court
recognised the RTBF in heinous crime
committed against a woman. In this case a
woman, herein after called X, had filed an
FIR against a man, Y, involving crimes of
grave nature such as forgery, compelling to
get married and extortion. She also filed a
civil suit for annulment of her marriage
with him. She requested an injunction to
restrain Y from claiming any marital rights.
Later, both reached an out-of-court
settlement, and the cases were closed.
Subsequently, X got married. However, her
father filed another petition realizing that
an online search would reveal his
daughters’ connections to all the legal
disputes. This could result in affecting X’s
personal life and her public image. The
father pleaded the court to mask X’s name
in cause title of the cases and prayed the
same for any other copy available at online
portals. The Court upheld the petitioners’
claim and recognized the RTBF. The court
stated that, ‘If the right to be forgotten is
not recognised in matters like the present
one, any accused will surreptitiously
outrage the modesty of the woman and
misuse the same in the cyber space
unhindered’. Thus, the court recognized
the need to maintain privacy of women in
certain delicate and complex cases
wherein her status and character are called
into question. Such a law could protect
them in their personal and social lives from
any kind of discrimination or ridicule in
public or private lives.
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RTBF in Justice Puttaswamy Case
The Supreme Court in the case of Justice
K.S. Puttaswamy v/s. Union of India
[(2017) 10 SCC 1] held that the right to
privacy is a fundamental right flowing from
the right to life and personal liberty as well
as other fundamental rights securing
individual liberty in the Constitution. In
addition, the individual dignity was also
cited as a basis for the right. ‘Privacy itself
was held to have a negative aspect (the
right to be let alone), and a positive aspect,
(the right to self-development). The sphere
of privacy includes a right to protect one’s
identity. This right recognises the fact that
that all information about a person is
fundamentally her own, and she is free to
communicate or retain it for herself. This
core of informational privacy, thus, is a
right to autonomy and self-determination
in respect of one’s personal data’ it
observed.
The Supreme Court in the above case,
while regarding a citizen's right to be
forgotten commented that “If we were to
recognize a similar right, it would only
mean that an individual who is no longer
desirous of his data to be processed or
stored, should be able to remove it from the
system
where
the
personal
data/information is no longer necessary,
relevant, or is incorrect and serves no
legitimate interest”. The Supreme Court
stated that the right to be forgotten is
subject to certain restrictions, and that it
could not be used if the material in
question was required for the purposes
such as - (i) exercise of the right to freedom
of expression and information; (ii)
fulfilment of legal responsibilities;(iii)
execution of a duty in the public interest or
public health;(iv) protection of information
in the public interest;(v) for the purpose of
scientific or historical study, or for
statistical purposes; or (vi) the
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establishment, executing, or defending of
legal claims.
RTBF in Post-Puttaswamy Period
In Zulfiqar Ahman Khan v. M/S Quintillion
Business Media Pvt. Ltd.& others, [CS (OS)
642/2018], the petitioner in Delhi High
court demanded for the removal of articles
written against him in the news
website ‘The Quint’. In series of cases
(2019 (175) DRJ 660) he claimed that he is
a well-known personality in the media
industry and due to publication of the
stories on digital/electronic platform, he
underwent enormous torture and personal
grief due to the baseless allegations made
against him. The grievance of the Plaintiff
was that he ought to have been given
sufficient notice prior to the publication of
the impugned articles and by not doing so,
the defendants published one-sided
accounts which resulted in tarnishment of
his reputation. Khan sought a permanent
injunction to take down the original
articles and to remove references to the
articles from search engines. In ordering
the removal of the impugned articles the
Delhi High Court recognised Kahn’s right to
reputation and privacy as well as his right
to be forgotten and the right to be left
alone. It held that since Quint.com had
been ordered to remove the claims, it
would not be permissible for other news
platforms/websites to republish those
claims otherwise it would lead to an
endless cycle of suspicion and animosity
towards Khan. Extracts from the decision is
reiterated to impress upon the need of
RTBF beyond mere removing information
from a particular source and the
complexities involved in restoring the
protection under RTBF.
Para “9. Accordingly, recognising the
Plaintiff's Right to privacy, of which the
`Right to be forgotten' and the `Right to be
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left alone' are inherent aspects, it is
directed that any republication of the
content of the originally impugned articles
dated 12th October 2018 and 31st October
2018, or any extracts/ or excerpts thereof,
as also modified versions thereof, on any
print or digital/electronic platform shall
stand restrained during the pendency of
the present suit.”

that, ‘on one hand there is petitioners' right
to privacy and on the other hand public’s
Right to Information & Preservation of
transparency in judicial records. However,
the court recognized the petitioner's right
to privacy above all and held that it had
been infringed and directed the
respondents to remove access to the
judgment from their portals’.

Para “10. The Plaintiff is permitted to
communicate this order to any print or
electronic platform including various
search engines in order to ensure that the
articles or any excerpts/search results
thereof are not republished in any manner
whatsoever. The Plaintiff is permitted to
approach the grievance officers of the
electronic platforms and portals to ensure
immediate”

In another recent decision delivered on
July 4, 2022 [2021 (2) ALT (Crl.) 161] the
Andhra Pradesh High Court held that when
an accused person has been acquitted of
criminal cases pending against him and no
more criminal cases are pending against
him, then continuing a ‘’Rowdy Sheet’
against such a person is just not justified. In
a writ petition filed under article 226 of the
Constitution of India before a single-judge
bench of Andhra Pradesh, the court closed
the rowdy sheet which was open even
after the accused was acquitted from the
matter. The Single Judge Bench pointed
out that, “The respondents ought to have
closed the said rowdy sheets after they
were acquitted in the said two murder
cases.” The court stated that there are 3
requisite requirements of continuing the
rowdy sheet which are:

In Subhranshu Rout v. State of Odisha
[BLAPL No.4592/2020] the Orissa High
Court examined the RTBF as a remedy for
the victims of sexually explicit videos or
photos often posted on social media for
harassing the victims. The Orissa High
Court reaffirmed the need for the
legislative recognition of the right to be
forgotten and remarked that the right to
be forgotten is an integral part of the right
to privacy and held that in cases where a
victim’s right to privacy has been violated,
the victim or the prosecution may
approach a Court to seek appropriate
orders and have the content removed from
public platforms.
In a later case of Jorawer Singh Mundy v.
Union of India and Ors. [2021 SCC OnLine
Del 2306] the Delhi High Court directed
Google to remove the verdict acquitting
the person, in a drug case as it affected his
job prospects. In this case the RTBF was
claimed, in which the Single Judge bench
comprising Justice Pratibha M. Singh held
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•

‘That the concerned authority must
have material before him that the
activities of the petitioner are
prejudicial to the maintenance of
public order.
• His conduct must be of such a
nature which is affecting the peace
and tranquillity in the area.
• That the victims are not coming
forward to give any complaint
against him on account of threat
from him’.
But the court observed that the
respondent did not produce any material
before this Court to show that the activities
of the petitioner are prejudicial to the
maintenance of public order. There can be
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just no justification of any kind for
continuing with the rowdy sheets in the
records even after the accused is accused
in the concerned case. From the above
journey on decisions of courts it is evident
that the courts have turned favourable to
treat RTBF as a right subject to reasonable
restrictions.
Justice BN Srikrishna on RTBF
Justice BN Srikrishna Committee’s draft
Personal Data Protection Bill 2018 has
introduced a right called the RTBF, which
refers to the ability of an individual to
limit, delink, delete, or correct the
disclosure of the personal information on
the
internet that
is
‘misleading,
embarrassing,
or
irrelevant’.
The
Committee of Experts in their report on ‘A
Free and Fair Digital Economy Protecting
Privacy, Empowering Indians’ has recorded
the requirement of RTBF under the
proposed personal data protection regime
and stated that, ‘the right to be forgotten
is an idea that attempts to instil the
limitations of memory into an otherwise
limitless digital sphere. A limited memory
and the consequent need to both
remember and forget are essential facets
of the human condition’. It further
observed that any implementation of this
limited RTBF must involve a careful
consideration of principled and practical
issues, namely ‘(a) Balancing the Right with
Competing Rights and Interests; (b)
Appropriate Entity for the Approval of
Requests; (c) Breadth of Application of
Orders’. After detailed analysis on RTBF the
following recommendation have been
made in the report.
“- The RTBF may be adopted, with the
Adjudication Wing of the DPA determining
its applicability on the basis of the fivepoint criteria as follows:
(i) the sensitivity of the personal data
sought to be restricted.
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(ii) the scale of disclosure or degree of
accessibility sought to be restricted.
(iii) the role of the data principal in public
life (whether the data principal is publicly
recognisable or whether they serve in
public office).
(iv) the relevance of the personal data to
the public (whether the passage of time or
change in circumstances has modified such
relevance for the public); and
(v) the nature of the disclosure and the
activities of the data fiduciary (whether the
fiduciary is a credible source or whether the
disclosure is a matter of public record;
further, the right should focus on restricting
accessibility and not content creation).
- The RTBF shall not be available when the
Adjudication Wing of the DPA determines
upon conducting the balancing test that
the interest of the data principal in limiting
the disclosure of her personal data does not
override the right to freedom of speech and
expression as well as the right to
information of any other citizen.”
“The obligations of notice and consent
ordinarily imposed on data fiduciaries
would adversely affect the operation of law
enforcement agencies because the coercive
powers of these agencies, which may at
times impinge on individuals’ privacy, are
necessary to allow the lawful access to
information which would be otherwise
unavailable to them. Further, it could lead
to problems in obtaining evidence and
testimonies from witnesses and may also
impede the flow of information between
different criminal intelligence agencies.
Similarly, providing data principal rights
such as access, confirmation, correction,
portability and the right to be forgotten
would be prejudicial to the law
enforcement purpose since it may be
necessary to prevent and detect crimes
that the suspect is not made aware of an
investigation running against him for fear
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of destruction of evidence” it is observed in
the report.
As per the Bill, the data principal has a
right to prevent the data fiduciary from
using such data or information if data
disclosure is no longer necessary, the
consent to use data has been withdrawn
or if data is being used contrary to the
provisions of the law. Further,
the adjudicating officer (Data Protection
Authority) can decide on the question of
disclosure, and the circumstances in
which he thinks such disclosure can
override the freedom of speech and the
citizen’s right to information. Right to be
forgotten is with the right to privacy, as
an integral part of Article 21 (right to life)
as held by the Supreme court in justice
Puttaswamy judgement. This right is a
statutory right due to the justice B.N Shri
Krishna committee’s recommendation
under the Personal Data Protection Bill,
2019, as Section 20 under Chapter V,
which is yet to be passed by Parliament.
PDP Bill on the Right to Erasure
As per section 20 of PDP Bill 2019, the data
principal shall have the right to restrict or
prevent the continuing disclosure of his
personal data by a data fiduciary where
such disclosure- (a) has served the purpose
for which it was collected or is no longer
necessary for the purpose; (b) was made
with the consent of the data principal
under section 11 and such consent has
since been withdrawn; or (c) was made
contrary to the provisions of this Act or any
other law for the time being in force. This
requires, on an application to be made by
the data principal in this regard, an order
of adjudication to be issued by the
authorities. No order shall be made under
these provisions unless it is shown by the
data principal that his right or interest in
preventing or restricting the continued
disclosure of his personal data overrides

FDPPI/DPJI-July2022

the right to freedom of speech and
expression and the right to information of
any other citizen. The Adjudicating Officer
shall, while making an order should
consider the aspects such as ‘(a) the
sensitivity of the personal data; (b) the
scale of disclosure and the degree of
accessibility sought to be restricted or
prevented; (c) the role of the data principal
in public life; (d) the relevance of the
personal data to the public; and (e) the
nature of the disclosure and of the
activities of the data fiduciary, particularly
whether the data fiduciary systematically
facilitates access to personal data and
whether the activities shall be significantly
impeded if disclosures of the relevant
nature were to be restricted or prevented’.
This right vested with the principal takes
care of the right to erasure of data that
impedes the privacy of the individual.
However, the bill is yet to become law of
the land as it has not yet been passed by
the Parliament. It is pertinent to examine
the recent legislation related to collecting
privacy information, to find out how the
intent of the Indian legislature to adopt
this concept has further evolved.
RTBF
in
Criminal
(Identification) Act

Procedure

The Identification of Prisoners Act, 1920
allowed the police officers to collect
certain
identifiable
information
(fingerprints and footprints) of persons
including
convicts
and
arrested
persons. There have been advances in
technology
that
allow
other
measurements to be used for the purpose
of criminal investigations and therefore
the stated law needed a fresh treatment.
Accordingly, the Criminal Procedure
(Identification) Bill, 2022 was introduced in
Lok Sabha on March 28, 2022, to replace
the Identification of Prisoners Act, 1920,
which has been passed on April 6,2022.
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Moving the Bill, the home minister said
that it was being brought as the
Identification of Prisoners Act, 1920, “has
become obsolete from the point of view of
time and science”. “The Criminal Procedure
(Identification) Bill, 2022, will not only fill
those obsolete gaps, but it will also widen
the scope of evidence for conviction” he
averred. The new law widens the scope
and ambit of identity information that can
be collected from people to help to solve
criminal cases and this has raised concerns
over the protection of such personal data.
The Act expands its choice to: (i) the type
of data that may be collected, (ii) the
persons from whom such data may be
collected, and (iii) the authority that may
authorise such collection. Any resistance
or refusal to give data will be considered an
offence of obstructing a public servant
from doing his duty. It also provides for the
data to be stored in a central database. The
National Crime Records Bureau (NCRB) will
be the central agency to maintain the
records. It will share the data with all law
enforcement
agencies.
Further,
states/UTs may notify agencies to collect,
preserve, and share data in their respective
jurisdictions. The data can be collected not
just from convicted persons but also from
persons arrested for any offence and from
any other person to aid an investigation. As
per section 4 (2) The record of
measurements shall be retained in digital
or electronic form for a period of seventyfive years from the date of collection of
such measurement. However, under a
proviso exception has been provided to
keep in line with the philosophy of RTBF
and the recent decisions of the Indian
Courts. It is provided that where any
person, who has not been previously
convicted of an offence punishable under
any law with imprisonment for any term,
has had his measurements taken according
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to the provisions of this Act, is released
without trial or discharged or acquitted by
the court, after exhausting all legal
remedies, all records of measurements so
taken shall, unless the court or Magistrate,
for reasons to be recorded in writing
otherwise directs, be destroyed from
records. Therefore, the records will be
destroyed in case of persons who are
acquitted after all appeals or released
without trial. However, in such cases, a
Court or Magistrate may direct the
retention of details after recording reasons
in writing. This legislation incorporates the
concept RTBF, the author opines.
Thoughts in Favour of RTBF
The inclusion of RTBF in the proposed PDP
bill of 2019, expected to be renamed as
digital protection Bill 2021/2022, is a
positive development as it provides choice
to the individual as for collection,
preserving and processing of personal data
are concerned. In the digital age, the
Individuals should have a right to control
their personal information and identity in
the normal circumstances to enable living
without interference from others in issues
relating to private life. The digital
communication explosion allows both
government and private entities to easily
impede with the individual’s right to
privacy. It is therefore the responsibility of
the lawmakers to protect the right to
personal data protection and privacy
through appropriate legislation. If
appropriate legal protection is not
provided by the legislation, the people will
certainly lose their ability to manage their
identity and personal integrity to a larger
extent leading to be in negative
environment throughout their life.
The Internet has opened up the possibility
for a wealth of personal and other sensitive
information to be made accessible to the
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world at large. At the same time, the
publication of information obtained
unlawfully, are causing undue harm to the
personal life of the users. Most of the
personal information available online are
of limited intrinsic value, whereas its
accessibility could have disastrous
consequences on people’s lives. Large
volumes of the personal information
available online have no public interest
value also. Further people have a right to
make mistakes without being haunted by
them indefinitely. Such information may
prevent them from living their lives with
dignity. The person should not be
indefinitely reminded of their past
mistakes, even when information is
lawfully in the public domain or originally
shared by the individual with his or her
consent.
Failure to recognise the RTBF allows a
distorted view of individual to be
presented by search engines. In case of
children, this might hamper their
development and diminish their sense of
self-worth. In some countries the law
recognises a right of reply or right of
correction against false information
published or aired in print or broadcast
media which is a good development. An
equivalent remedy to the right of reply
should exist for search results for
individuals to contextualise information
about themselves. The right of reply or the
right of correction enables individuals to
either present their side of a story or
correct factual mistakes without the
information in question being made more
difficult to locate. If it is not technologically
feasible to enable such a right of reply for
search results, the RTBF is the next best
option. The “right to be forgotten” allows
individuals to remove or render
information about them far less accessible
and is therefore much more problematic
for freedom of expression.
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Challenges Associated with RTBF
In India, currently there is no law that
specifically provides the Right to be
Forgotten. If the past act of an individual is
posted on the internet, then the public will
have easy access to read/view those
erroneous acts and will judge that person
based on his past acts. On one hand, if the
past acts of an individual are posted on the
internet, then the public will have easy
access to read/view those erroneous acts
and will judge that person based on his
past acts. This can cause psychological and
emotional suffering to the individual as it
can affect his present life.
The RTBF if allowed without any
restrictions
may
under
certain
circumstances result in violation of
Freedom of Expression. All of us accept
that the freedom of Expression is a
universal human right. The removal of
online content from the internet might
affect the citizen's freedom of expressions.
They will suffer a problem in expressing
their views through published articles,
books, television, internet or any other
medium, as the balance of power of
removing the information will shift in the
favour of individual, whose information
has been made public. They may not feel
free to express their opinions or beliefs on
a particular matter.
In addition to the above impact, the RTBF
may cause danger to Journalism. If the
Right to be Forgotten is implemented, the
journalists may face trouble in presenting
the news and information to the public. It
would create a state of disarray in the press
and media industry as they will have to
wait for the decisions of the adjudicating
officer. The journalists will suffer
impediment in imparting information and
ideas through media. Further the freedom
of speech and expressions of the citizens
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will get limited, and it will cause mess in
journalism.
In view of the above volatile situation, the
right to be forgotten is a very complex
issue. There is need of proper balance
between right to privacy and the right to
free speech and expression. Noting down
the challenges, Naavi, the cyber expert
observes “Companies which are doing
“Background Verification” to check if a
prospective employee has in fact
committed any fraud or terrorist activities
in his previous assignments will find that
no information may be available
anywhere. As a result, Cyber Crime
prevention will be seriously affected.”
(Refer https://www.naavi.org/wp/rightto-forget-needs-to-be-reined/ ). He further
avers that the Law Enforcement to take
this issue strongly and oppose the decision
of the Delhi High Court (Jorawer Singh
Mundy V/s UOI & ORS in the High Court Of
Delhi in W.P.(C) 3918/2021 & CM APPL.
11767/2021). “Otherwise, criminals cannot
be traced for past offences. In many
sections of IPC, different punishments are
prescribed for first commission of an
offence and the subsequent commission.
Now information about this would be
impossible to get except in rare instances
where a lawyer or a judge may remember
the past incident” he cautions.
As the RTBF gets in conflict with the right
to information at times, it is of utmost
importance to recognize that the
doctrine of ‘Right to be forgotten’ is very
wide-ranging and comprehensive. At the
same time, strict and supervisory
measures are required for regulating the
same. It is important for the legislation
and judiciary to strike a balance between
privacy and freedom.
Suggestions for Fair Protection of RTBF
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To effectively legislate and enforce, the
RTBF in India, the author offers the
following suggestions.
(1) A robust data protection law, which has
been unduly delayed for the reasons
best known to legislature, would go a
long way in effectively imbibing this
right in every citizen. The decision of
the Apex court in the in Justice
Puttaswamy Case and later decisions of
courts should be used as a guide to
provide fair law and justifiable remedy
to the victims. The need of the hour is
to protect people rights against attacks
through digital platforms.
(2) Even though the PDP Bill has not been
passed, several courts have recognised
the RTBF in their decisions, keeping in
mind the developments in the
international
jurisprudence.
The
legislation with regard to RTBF is not an
absolute right and therefore shall
include reasonable restriction in the
form of exception to right to
information and right to freedom of
speech and expression.
(3) In the meanwhile, the victims may file
petition for defamation to invoke their
fundamental right to privacy can be
used in the meantime.
(4) The search engines and major digital
platforms should be directed to alter
their policies and determine the
eradication of personal data through
de linking.
Following
the
above
suggestions
cumulatively could help the policy makers
to properly establish and implement RTBF
in India. Hope the law makers take timely
action to pass the lone pending Bill early to
help the citizen to preserve his rights as
promised by the Indian Constitution and as
emphasized by the Apex court.
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Personal Data protection through a collaborative defence
K.N. Narasinga Rao
The
need
for
personal
data
protection
is
obviously beyond
any debate, but how
it
can
be
implemented has
been a question mark. While cyber security
has a different dimension given that the
laws punishing hackers are in line with the
criminal and civil provisions for crimes in
general, the personal data protection
regulations impose a steep fine and
shorter cycles to closure. With the
organizations as data controllers being
vulnerable to fines, the corporate suddenly
find themselves exposed to new type of
risks. With no definitive way to avoid
breaches, it is unsettling for the corporate
to be under the threat on a continuous
basis. Besides while cyber security deals
with information with the computer in
purview, the data protection regulations
include physical domain and the digital.
Given this uncertainty due to the absence
of assured methods of avoiding data
breach through known technology, there is
a critical role to be played for the
employees to be vigilant and flag potential
or current data breaches. This gives a
better confidence for the corporate stake
holders that there are more eyes
overseeing the data. A sort of collective
responsibility
in
a
collaborative
environment adds muscle to the personal
data protection mandate in the corporate.
But, how to bring in the collective
responsibility ? how to get organized ? As
per PDPSI and the articulation of the same
by Sri Naavi in this blog of his at -
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https://www.naavi.org/wp/personal-datagate-keepers-and-internal-datacontrollers-in-organizations/ , he falls back
on role play to ensure distributed
responsibility. The PDPSI introduces the
role tag of the Data Recipient Employee, to
take care of the formalities of tagging data
as private data, once such a data received
in the organization from individual data
subjects. Further to the tagging, the
Principal Internal Data Controller in turn
receives the data from the Data Recipient
Employee and verifies the tagging and
implements
pseudonymization
or
anonymization as the policy dictates.
Further, Sri Naavi in his blog https://www.naavi.org/wp/implementmy-bhi-chowkidar-policy-for-personaldata-protection/ brings in the employee
community responsibility through the
concept of whistle blowing. Maintenance
of confidentiality and anonymity of the
whistle blower is required. There should be
provision for anonymous reporting of
potential and current personal data
breaches, even while having measures to
handle nuisance reporting. Employees
should be trained and sensitized that
avoiding reporting of incidents and threats
to personal data, should amount to
personally assisting the breach itself. Sri
Naavi in his blog, highlights the importance
of the external ombudsman to whom
incidents can be reported.
Truly, a human fence inside organizations,
such as the ones described above, can be a
far more effective barrier for personal data
breaches.
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The Three Plus One dimensions of Information Security

Naavi
In the past we have
highlighted the threedimensional approach to
Information
security
which
combines
Technical, Legal and
Behavioural science as
the dimensions of Information Security.
Uni-Dimensional Approach
Information Security has often been
approached as a “Uni-Dimensional”
concept based on “Technology”. Under
this concept, Information Security is often
defined as “Preserving the Confidentiality,
Integrity and Availability” of information.
This is often referred to as the CIA
principle.
Of late the Information Security
community has extended this threecomponent based technology approach to
the
fourth
component
of “Authentication”.
This “Uni Dimensional” approach works on
the end objective of “Protecting Data” and
“Restoring it in the event of a loss”.
The approach therefore depends on the
DRP-BCP principle where there is a good (if
possible concurrent) back up of data which
can be restored “Fully” within a short time.
The Backing up process and the Recovery
from Back up also needs to be “Verified”
with hash check.
In these days when “Trojans” are
programmed to activate themselves on
pre-determined time and day, it is also
necessary for the restoration from back up
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to be done as a “Clean Back up” ensuring
that no dormant malware is present in the
back up copy and using a clone copy for
restoration if required.
This Full, Verified and Clean back up
process can solve the problem of data loss
and if the BCP process is set to low RPO and
RTO (Recovery point objective and
Recovery Time Objective), the Uni
dimensional
information
security
approach of “Protecting the Data” can be
reasonably satisfied.
The implementation of the Uni
Dimensional technology-based approach is
through the Firewalls and IDS systems as
well as the Access Control and Encryption
kind of technology applications. Hashing
and Digital Signature technologies are used
to ensure integrity and authentication.
The ISO27001 and PCI DSS type of
information security audits are normally
considered as the final word on
information security in this UniDimensional approach.
Dual Dimensional Approach
The Uni-Dimensional approach essentially
tries to protect the “Data” from being lost
through unauthorized access or through
other technical issues including malware
attacks such as the ransomware.
However, when the unauthorized access
results in ex-filtration of data or
compromise of confidentiality, mere
restoration of lost data may not provide a
relief to the information owner. When data
held in trust by a company is compromised,
then there is an issue of third-party
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liabilities arising out of privacy protection
laws or contractual obligations.
There could be also vicarious liabilities
arising on the information owner due to
the legal provisions such as under Section
79 or 85 of ITA 2000/8. Essence of such
legal provisions is that if an organization
that collects information from the public
suffers a data breach through external
attacks or insider threats, if it cannot prove
that it has observed “Due Diligence”
and/or “Reasonable Security Practice”, the
liabilities will crystallize on the
organization and its executives.
Such liabilities (Section 43 read with
Section 66, Section 43A, Section 72A,
Section 65 and Section 67C) could result in
both civil liabilities and criminal liabilities.
Hence a DRP-BCP which results in
restoration of data and continuity of
business systems does not protect the
information owner from either being liable
to pay damages or even go to jail.
The Second dimension of information
security therefore is the “Techno Legal
Approach” which tries to protect the
information owner from liabilities arising
out of data breach incidents. Such
protection arises from the organization
being “ITA 2008 compliant” and also
documenting its compliance process to be
produced as its defence when the
requirement arises.

with cyber laws ensures that the company
may be able to use the same law to recover
damages from others (e.g., sub contractors
and ultimate offenders who committed the
crime) through invoking a litigation
process. This is an “Offensive Legal
Remedy” (OLR) that becomes available to
the company which has suffered a data
breach.
It is clear that no company can claim to be
legally compliant under “Due Diligence” or
“Reasonable Security Practice” if it has not
implemented the technical security
measures including obtaining certification
of ISO 27001 or its equivalent.
However, the technical security measures
are considered “necessary but not
sufficient” to provide the liability
protection for the information security
owner.
Thus, the Dual Dimensional approach
extends its scope from protecting the
information along with the information
security owner.
The Preservation of Confidentiality,
Integrity and Availability of information
still prevails along with Authentication
which should be legally sustainable and
“non-Repudiable”.

Being able to protect oneself from
liabilities is the “Defensive Legal Remedy”
(DLR) that companies may seek from its
compliance activities under the Techno
Legal Information Security approach.
Apart from being able to defend the
company from liabilities, being compliant
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Undersigned
believes
that
the
management approach to information
security could be prioritized based on the
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above hierarchical prioritization of the
different components of Techno Legal
Information Security.
The Third Dimension
Whether the approach is Uni-Dimensional
or Dual Dimensional, the implementation
always requires the support and complete
willingness of the people. The technical
aspects such as access control often fail
because the users tend to be ignorant and
negligent. Policies and procedures
prescribed for legal compliance which may
include sanctions also fail through
ignorance and unwillingness to adhere to
rules and regulations.
Information Security professionals do
recognize the role of “People” in
information security and try to address the
“Social Engineering” attacks through
appropriate awareness building exercises
within their employee fold.
However, problem with “People” is that
same persons behave differently at
different points of time and different
persons behave differently for the same
stimuli. It is for this reason that the
undersigned
considers
“Behavioural
Aspects of people” as the third dimension
of information Security and not merely the
“people”.
“Ignorance” can be reduced by
“Awareness” building which is through
training of various types that are part of
the information security practices.
However, Awareness Building is another
“necessary but not sufficient” factor in
information security implementation.
Awareness needs to be converted into
“Acceptance” and thereafter into
“Commitment” if the information security
controls are diligently to be followed by the
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people who are responsible for the
implementation of information security.
Since law attributes the automated actions
of a system to the “Person who caused the
system to behave in the particular
manner”, the software creator or the
owner of the system who takes over the
software/system along with its default
configurations become the human
elements who are responsible for the
actions of the automated systems. But the
software developers may not foresee the
vulnerabilities nor feel the effect of the
vulnerabilities since they successfully pass
on the liabilities to the user. Law hurts the
user of a software and the intermediary
who provides the platform for the
software. It does not touch the software
developer who developed and released a
defective software with vulnerabilities.
Though the software developer may later
identify the bugs and send “Patches”, the
liability on “Zero Day Liabilities” still
remains with the software user which is an
unfair burden to somebody who has paid
for the software.
Some software developers have the ethical
attitude to at least run “Bug Bounty”
programs which acknowledges the
limitations of the testing process before
release of the software but tries to provide
some cover to the crowd sourcing of
testing process. But since Bug Bounty
programs are not mandatory, most
software developers release untested
defective software and start counting cash
before the product is patched for basic
defects.
“Security By Design” and “Secure Coding
Practice” is known to most software
professionals, but they still ignore. This is a
serious issue that the software industry has
not been able to tackle effectively.
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This attitude to ignore security issues is
more a result of the “Attitude” of the
software professionals rather than a
function of “Ignorance”. There are issues
arising out of “Technology Intoxication”
and sometimes a deviant mindset such as
the “Cyber Offendo Mania” (an Obsessive
compulsion to commit an offence).
In the Cyber Crime scenario, attitude of
users to “Blindly Trust” the software and
an urge to “Be the first to test a new
introduction” often makes people invite
compromise of identity and opening up
doors of opportunity for attacks.
The attackers are also emboldened
through
the
“Anonymity”
and
“Asymmetric advantage” that he may use
for planning and executing the attacks
while the security professionals are
constrained by the uncertainty and
unpredictability of the nature or source of
the next attack.
The attackers are also persons who are
“Technologically intoxicated” and hence
are prone to irrational decisions besides
calculated motivated attacks.

Traits of employees” is a subject which is
far removed from the skill sets that an
information security professional is
normally endowed with. Management/HR
professionals may possess such skills, but
technical experts have skills which may be
diametrically opposite to the requirements
of observing and reacting to psychological
infirmities of the subordinates.
This area is still in a developing stage and
Psychological and Sociological experts
need to research in the area of Information
security challenges arising out of
behavioral traits of people.
Naavi tries to incorporate principles of
Behavioural Science solutions such as egogram mapping and script mapping of Eric
Berne and identifies the requirements as
part of his “Pentagon Theory of
Information Security Motivation”. Under
this theory, it is considered that
Information Security motivation is bound
by Five parameters namely Awareness,
Acceptance, Availability, Mandate and
Inspiration arranged as the boundary walls
forming a pentagon rather than the
hierarchical pyramid model of motivation
used by Dr Maslow in his theory of
motivation.

The behavioural aspects of unknown
attackers are not amendable to be mended
except by creating a “Deterrence” through
well publicized exploits of police in busting
criminal rackets. However, we can try to
mitigate the risks of insider attacks by
trying to modify the behavioural traits of
people who work for an organization.
For this purpose, we need to be able to
identify “Deviant Minds” and put in place
strategies to mitigate the risks through
counselling, advanced training etc.
Addressing the “Mitigation of Information
Security Risks arising out of Behavioural
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There are several issues of this theory
which
needs
further
examination
by Techno Legal Behavioural Science
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Experts who are the Information Security
professionals of the coming era.

Security Tool” since it can be used to “Build
trust from out of an Untrusted resource”.

The Plus One Dimension

However, if Bitcoin is an “Anonymous” and
“Unregulated” currency that can replace
the legal tender of a country, the impact
that it may leave on inflation, Black money
creation, Terrorist funding etc needs to be
taken into account. If these negative
concerns outweigh the positive aspects of
the technology, we should be prepared to
reject the innovation. This is like the “Risk
Absorption Capacity” of the society that
needs to be kept in mind at the time of
choosing risk mitigation strategies. If a
certain risk is beyond the risk appetite of
an organization, such risk needs to be
eliminated by avoiding the risk rather than
trying to mitigate it through other
measures.

Naavi has been discussing the threedimensional approach to Information
Assurance for several years now and hence
it is not new. The information security
professionals in general have already
moved from the Uni-dimensional approach
to the dual dimensional approach. The
hurdle to absorb and assimilate the third
dimension will take some more time and
will require managerial acumen to be
imbibed by the CISOs. It will take its time
and we need to wait for this maturity to be
reached.
In the meantime, it has become necessary
to point out to another dimension which is
relevant for the current scenario.
While the earlier approach covers
protection of data and the protection of
the data owner, there is also a need to
consider whether it is the responsibility of
the information security community to
grow out from being selfish and always
looking inwards to being more responsible
to the community they serve by being a
little more outward looking.
In this approach, it is necessary for the
Information Security to consider if there is
any risk for the eco-system caused by the
information security failure and whether
something can be done to protect the ecosystem.
One example that comes to the mind is the
discussions we are now having on
“Bitcoin”. There are many information
security professionals who endorse Bitcoin
because they like the “Block Chain
technology”. Some are even thinking as if
Block Chain technology is a “Information
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The rush to implement Aadhar Based
Payment Systems could be another
innovation that we need to check under
this Plus-one dimension. “Regulated
Anonymity”
vs
“Absolute
Privacy
Protection as a Fundamental Right” could
be another example that we need to check
under this concept.
This concern for society and incorporating
the “Social Cost Benefit” to our equation of
information risk management is the “Plus
One” dimension that I would advocate for
the industry of information security
professionals to consider.
Even the Cyber Insurance professionals
should consider this as a necessity since
the aggregated risks arising out of such
damage to the society makes re-insurance
more expensive.
This Plus-One dimension opens up a
discussion on Technology innovators who
tend
to
introduce
“Irresponsible
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Innovation” that can cause “Disruption”
which may actually lead to destruction of
the society. Some of the issues that I
have discussed earlier actually stem from
the fact that technology innovators often
blinded by their “Technology Intoxication”
ignore the debilitating effect of what they
do on the society of which they are also a
part.
This
is
the “Bhasmasura
Syndrome”(Call it Frankenstein Monster if
you like) which I espoused in an earlier
article.
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We as a community of Cybertariats
including the software developers,
information
security
professionals,
management professionals, Cyber law
professionals,
Psychology/Sociology
professionals etc should all start debating
on the need to recognize and factor in
“Social Cost” to technological innovations
so that progress does not come at the cost
of the society.
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Difference between Psychology and Neurology
Naavi
We
often
wonder
whether Psychology and
Neurology are same. The
differentiation is also
relevant as we travel from
Privacy Rights to Neuro
Rights.
The Current Privacy laws have touched the
protection of psychological manipulation
of an individual for recognizing
infringement of Privacy rights. The Indian
data
protection
law (PDPB2019/DPA2021),
lists
“psychological manipulation which impairs
the autonomy of the individual” as 0ne of
the harms that lead to infringement of
Privacy Rights.
As distinguished from this “Psychological
manipulation”
there
could
be
“Neurological Manipulation” which will be
part of the protection of neuro rights. For
this purpose, it is essential to distinguish
Psychology from Neurology.
Neurology is a branch of medicine and
devotes its attention to assessment and
treatment of diseases of the nervous
system. When a computer system is
connected to the nervous system in such a
manner as to read the nerve signals that
transmit between the human central
nervous system and the human body parts
such as the muscles and organs, and
perhaps manipulate the signals, we are
dealing with a possible infringement of
neuro rights of a person.
On the other hand, Psychology is a
scientific study of the mind, behaviour and
emotions of a person. When a computer
system or information is used to alter the
behaviour of a person or his emotions, or
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decisions, we can say that his privacy is
being infringed.
The behaviour of a person is a reflection of
the activity of neurons in his body. Hence
psychological infringement can be caused
by neurological infringement. Hence the
two
concepts
of
“Psychological
intervention”
and
“Neurological
intervention” are related.
If we take the example of a “Optical
illusion”, the illusion leads the human to
perceive an object different from what it
truly is. But what something “Truly” is may
itself be an illusion of a large number of
persons.
When doctors use “Anesthesia” they are
only cheating the neural system to believe
that there is no pain or sensation. Hence
that person/part of the person which is
anaesthetized is unable to feel the heat,
cold or pain though the object he touches
may really be hot as er the accepted
standards. This is a neurological
intervention.
On the other hand, if a person is
“hypnotized” and through hypnotic
suggestions is made to believe that the
object is not hot or he does not feel the
pain, he may actually not recognize the
heat or pain. In this case, the psychological
manipulation is so strong that it induces
neurological changes which otherwise
may directly be achieved by an anesthesia.
This example shows that neurological
changes can be brought in by psychological
suggestions provided the suggestions are
strong enough. This phenomenon has been
proved in the “Hypnotic state” where the
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sub conscious mind of a person is being
spoken to by the hypnotist.
In the normal conscious state, the human
mind works under its legacy memory and
the pre-programmed active nervous
system and hence it will feel the heat or
pain despite oral suggestions from others.
Perhaps some of the “Cult Leaders” have
the capability of hypnotic control on
persons who appear to be fully awake and
in such persons the belief system is strong
enough to take them to a hypnotic trance
if the cult leader speaks to them.
Thus, we can conclude that psychological
manipulations can be converted into
neurological manipulations and vice versa.
When we try to regulate “Privacy Rights”
therefore we need to understand that at
the peripheral level, the regulations affect
“Privacy” in the “Psychological Domain”.
When we try to dive deeper, we come to
the neurological domain and need to look
at neuro rights.
To explain these two levels that separate
the Privacy rights and Neuro Rights, we can
take the example of Data which exists in
multiple states.
For example, let us take identified personal
data and anonymized personal data. One
law may address identified personal data
and another may address anonymized
personal data. There is a layer of
separation between identified personal
data and anonymized personal data which
is the anonymization technology. If this
technology is weak, we can say that there
is no difference between anonymized data
and identified data and privacy can be
infringed if either of the data is available in
wrong hands.
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In that case we need one law to take care
of privacy infringement of both identified
and anonymized data.
But if technology is “reasonably” strong, it
is possible to keep the two regulations
separate.
Similar argument can be made on “Un
encrypted and Encrypted Data”. If the
encryption is strong, there can be one law
for unencrypted law and another for
Encrypted data”. Otherwise, we need a
common law.
When there is a reasonably strong security
that separates one set of objects and the
other and law is made differently with the
confidence that conversion one set of
objects to the other is technically
infeasible, then forced conversion should
be considered as a “Malicious activity or a
Crime”.
Indian data protection law has done this by
a specific provision in PDPB 2019/DPA
2021 which criminalizes re-identification of
de-identified
information
without
authority.
(Also
applies
to
deanonymization of anonymized data).
Similarly, when we consider a legal
provision for Neuro rights different from
Privacy Rights, we need to place a strong
barrier in between what is considered as
the psychological domain and the
Neurological domain.
This will be one of the biggest challenges in
conceptualizing the Neuro Rights law and
defining its applicability.
In the Data Protection laws, we define
applicability from “Presence of a
processing company in a given jurisdiction”
and “Data being collected from within the
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jurisdiction” as well as “data related to
doing business from a different country or
profiling the persons in one country from
another country”.
If we use this analogy, we can define
psychological intervention in such a
manner that it extends to direct or indirect
neurological interventions or vice versa.

This is an area for debate by the law
makers.
To summarize, here we have discussed the
presence of two concepts namely
“Psychology” and “Neurology” from the
personal data and Neuro data perspectives
and how they may be interrelated.

(This is an extract from a series of articles published on www.neurorights.in)
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It is time to build a Compliance Culture
Naavi

The IT community has gone through the phase of discussing the need for
building an “Information Security” culture in the organization. There after
we also went through the phase of building a “Privacy Culture”.
In both these phases, we focused on the people in the organization and
tried to educate them on security issues and privacy issues.
While the efforts for building an information security culture and privacy culture continue,
they are now being subsumed by the new requirement of building a “Compliance Culture” in
organizations.
This requirement is typical of the Indian market where we always stretch the compliance
requirement till, we are forced to comply.
The time has therefore come now to build a “Compliance Culture” in an organization. In this
context, an “Organization” is the aggregation of the senior executives who have gone through
the implementation of measures in their respective work places to ensure that their
subordinates are impregnated with the importance of information security and privacy and
why they all need to change their attitudes to work and attitudinally re-orient themselves to
practice better security and privacy ethics and technology in their day to day work.
FDPPI is now embarking on leading Indian organizations into this phase through its program..
“Data Trust Score, the future of Privacy Protection”.
“Data Trust Score” or DTS, is the suggested measure of “Maturity of Data Protection Law
Compliance” in India. It is a suggested deliverable of a data auditor who audits the data
protection practices of a company in India. It works like the “Credit Rating” assigned for
financial instruments by Credit rating agencies such as CRISIL or ICRA.
FDPPI which has created an eco-system for certified Data protection audits based on the
indigenously developed framework of DPCSI (Data Protection Compliance Standard of India)
is adopting the DTS-DPCSI, as model for calculation of DTS on the DPCSI framework.
DTS-DPCSI is the first of its kind concept and would be the forerunner of similar assessment
yardsticks that will emerge in future for other frameworks also.
The life of a Data Protection Professional will not be complete without understanding the
concept of DTS and how it can be applied in their work environment.
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Jnana Vardhini Activity
During the period 27th April 2022 and 27th July 2022, the following Jnaana
Vardhini webinar sessions were conducted.
Month
May
May

Date
4
11
18
25

June

2
9
16

July

22
29
6

13

20
27

Topic
Understanding Communication
Privacy Scenario in Automative
Industry
CERT In Guidelines of 28th April
2022
Data Protection Law of China

Speaker
Namith Kothari
Suma Nagaraja
Naavi
Renna Bengeri and
Anslem Pinto
Dr Mahendra Limaye

User Privacy Violations of
Twitter
Forensic Auditing
Vijay Srinivas
Information Security Audit
Krishnakumar
Practices
Malware Issues
Vaibhav Tare
Recent Changes in ITA 2000
Naavi
AICA System and organizational
Subbarayudu
Controls (SOC) reporting
Tallapragada
framework
Data Controller Responsibilities Srinivas Thirumurthy, Anil
Chiplunkar, Ramesh
Venkataraman
Human Firewall
Dr Anirban Ghosh
Security in Digital Payments
Babita

In addition, Naavi conducted two sessions on Data Trust Score under DPCSI and a Follow Up
discussion on July 10th and July 24.

(Video links are available on www.fdppi.in/wp/events-2022/)
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Q&A
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Here are a few questions that FDPPI has come across recently and some viewpoints
from FDPPI team:

Q 1: The bill on the proposed US Federal law for privacy (American Data Privacy and
Protection Act-APPDA) makes a distinction between “Voice Print” which is a sensitive
personal information and “Audio” which is not. How do we distinguish the two?
A: Personal data always comes as a set. The
definition normally revolves around
whether a data can be “reasonably”
identified as belonging to a natural person
and if so, it will be termed “Personal”. The
distinction between what is personal and
what is not therefore revolves around the
subjective assessment of what is
“Reasonable” in this context.
We can recall that “Naavi’s Theory of Data”
has a hypothesis “Data is in the beholder’s
eyes. Data is created by technology and
interpreted by humans”. This essentially
means that “Data” is just a collection of
“Binaries”. When this is interpreted
through some software and hardware, it
gets rendered as a humanly meaningful
text or audio or video. Even thereafter, the
real perception of what the binary means
depends on the ability of the human to
understand the rendering.
For example, for a deaf person, sound
coming out of a speaker has no existence
or exists only as the vibration that he can
feel. For a colour-blind person, the image
may show up in a colour different from
what the majority of others perceive. If the
text is rendered in a language that the
reader does not know, the text is just a
visual with no meaning. Even if the text
appears to be readable say “Chi” or “Xi”,
whether it is just a word or is the name of
a person depends on the understanding of
Chinese language.
Thus “Data” is always relative to the
receiver’s ability to perceive it. There could
be a difference in data perception between
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the sender and the receiver. For the sender
a data may be readable and also
identifiable as a personal data. But for the
receiver it may not be readable and even if
so, may not be personal.
In the case of a Voice Print, the audio is
captured and analysed to understand the
features such as frequency, pitch, style etc.
Like a fingerprint, the Voice print may be
compared with a reference in a data base
to match the characteristics for forensic
identification.
A fingerprint or a DNA print or dental or
skull X-Ray etc may have several very
reliable characteristics which make the
matching with a data base much more
reliable than perhaps Voice. But the two
are similar.
An Audio is however just a rendition on a
speaker and can only be heard. The Voice
print can be “Seen” as a graphic image and
scientifically compared with some digital
values.
Hence Voice Print is a single parameter
with which a person may be identified if
one has access to the database for
comparison.
Using the principle of the “Data is in the
beholder’s eyes”, Voice print image in the
hands of an ordinary person is just an
image and if it is a video, we can enjoy the
up and down dancing of the lines. Beyond
this, there is no way an ordinary person can
identify that this is the voice of a certain
person. Hence even the “Voice Print”
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requires a second factor to identify it such
as either the name imprinted there on like
an “X-Ray Report” or a comparable data
base with prints and names of several
persons.
This logic applies to all biometrics including
fingerprint, DNA etc. To the extent
biometrics cannot be reproduced by
another person easily, it is considered as an
“Identifier” with greater reliability than say
a typed letter which we don’t know
whether it could have been typed by A or
B.
The current data protection laws have
failed to clarify how a “Non-Identifiable
Data” becomes “Identifiable Data” in the
course of its life cycle. All data start from a
binary arrangement which is in a chaotic
stage to a more organized stage to a stage
where it can be converted to a human
experience with appropriate devices until
it is destroyed by converting it back to a
chaotic distribution once again. This
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“Binary to Binary” journey is like the
human body which is created out of five
elements and goes back to the same state
after death.
The law needs to recognize that no data is
born as a personal data or remains as
personal data. It transforms itself to
sensitive and goes back to non-personal
etc depending on the user and his devices.
The task is for Data Jurisprudents to
develop an appropriate definition of
“Personal Data” and “Reasonably
Identifiable” concept. Otherwise, we will
be leaving it to the Judges who don’t
understand technology to create their own
incorrect jurisprudence as they often do as
they once did in the Shreya Singhal Case
where the Court failed to distinguish
“Publishing” and “Transmission” on in
some more recent cases where they
interpreted what constitutes hate speech
and what does not.
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iii
Abstract

Hackers / fraudsters frequently use Phishing, Vishing, Smishing and social engineering attacks
to gain an access into a target system or network. This type of attack is a marvelous challenge to
protect, as the weakness mostly lies within us (humans), not in the technology. A robust security
system contains more than just hardware or software; there must always be a “wetware” defense
element as well. The “human firewall” is a concept in security awareness that enables a team to
fight against hackers in a proactive as well as reactive fashion.
The first part of the research is targeted in creating a safer connected world by protecting our
customers, ourselves, and the future from all possible form of Cybercrime to be one step closer
to be the best-connected Company across the globe. By deploying a simple 18-month plan to
build and deploy the Human Firewall, With the Sponsorship of Kevin Brown - Director of BT
Security to start off with the feasibility check of the research with the team. Through this
research currently we are deploying the brilliant Human Firewall for our internal customers and
Our People. Through our internal workplace group, we did a trial with our brilliant community
members who shared their opinion and some great feedback which helped us a lot. This research
shows the importance and usefulness of Human awareness to build and deploy the strongest
Human Firewall across BT. The benefit is not only limited to design and manage employee
behavior but also it has a huge impact on the personal front of all the employees to spread
awareness across all their loved ones, friends, and family members to stay safe from all these
cyber-attacks.
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I. Introduction
1.1

Overview

Organizations invest money in traditional IT protection so in a physical firewall, in antivirus, in
email and web filtering, in sandbox technology and all those good things which are great but the
biggest risk and also the greatest line of defense when it comes to cyber protection is actually
the human firewall and the human firewall is the way that you and your colleagues and myself
it's the way that we behave and it's the way that we respond to everything that's going on around
us when it comes to any threat relating to technology.
As mentioned by Mike Fortune in the SE Podcast Security Awareness Series with Christopher
Hadnagy on the Behavioural security “I think it's massive, I think we can't lose sight of the
human condition you know and the part it plays in security. We can talk about technology and
cyber all day long, but the reality is at the end of everything as a human being and we're very
complex creatures, so it's got to play a major part in security and we often refer to it as the
human firewall is what we call it. Getting people's human firewall switched on because it plays
a crucial part in protecting the business and yourself”.
When I visualize any organization, I visualize it as a massive pipe as shown in Figure 1. That
pipeline goes through the entire office building. It has got lots of rotations and turns and at every
turn there's a joint and on the joint of that pipe is a member of your team. That member of the
team must be responsible for their bit of the pipe. They have got to stop any of the leaks and it's
not that long ago that when it came to cybersecurity it was put upon Information Technology
team of the organization and it was thought of to be their responsibility. The problem is just way
too big and it can no longer be the responsibility of Information Technology team of the
organization and in fact legally since the introduction of GDPR in May of 2018 it's the
responsibility of the directors of the business so it's no longer an IT problem you can't rely on
one person your IT manager it's too big of a job for her to you've got to rely on all of your staff
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and your staff need to understand that they're the human firewall and they're your best line of
attack so make sure you're educating to stay safe.

Figure 1:The Pipeline
1.2

Recognizing the Threat

While technical solutions like spam filters and mobile device management systems are
important for protecting end-users, with the number of threats and the multitude of systems and
communications through which staff performs work, the one unifying risk factor that must be
addressed to improve fundamentally, security is the role of human error. Almost all successful
cyber breaches share one variable in common: human error. Human error can manifest in a
multitude of ways: from failing to install software security updates in time to having weak
passwords and giving up sensitive information to phishing emails. Even as modern anti-malware
and threat detection software has grown more sophisticated, cybercriminals know that the
effectiveness of technical security measures only goes as far as humans properly utilize them.
If a cybercriminal manages to guess the password to an online company portal or uses social
engineering to get an employee to make a payment to a bank account controlled by the
cybercriminal, there is nothing that technical solutions can do to stop that intrusion.
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IBM conducted a study into the cyber breaches that occurred among thousands of their
customers in over 130 countries. This study was the most wide-reaching look into the causes of
the cyber violations that had been performed at that point, but similar studies have since
corroborated its results.
'Human error was a major contributing cause in 95% of all breaches.' — IBM Cyber Security
Intelligence Index Report. One of the IBM study's key findings was that human error was a
major contributing cause in 95% of all breaches. In other words, had human error not been a
factor, the chances are that 19 out of 20 breaches analyzed in the study would not have
happened at all.
Since human error plays such a vast role in cyber breaches, addressing it is key to reducing your
business's chances of being successfully targeted. It also allows you to protect your business
from a far wider range of threats than any single technical solution could - and can potentially
empower your workforce to actively look out for and report new threats they may encounter.
Mitigation of human error must be key to cyber business security in 2021.
1.3

The Cyber Psychology

Cyber Psychology is a relatively new discipline which really relates to the effects or the impact
on us of technology in the way we think and behave and use technology. In simple term we can
say that Cyberpsychology the study of the impact of emerging technology on human behavior.
For example, we might use email or Facebook and we have sent a very attractive offer of say
someone's inheritance which indeed sounds very attractive, but it might just be a scam.
However, our emotional mind attaches itself to that beautiful offer, so we get lured into maybe
responding to that email. If you take the example of the young people mainly teenagers using
social media accounts, they get lured into emotional situations or relationships on social media
quite often. If those relationships are going well then, their life is going well too. But if there's
so some ruction or disruption of that emotional relationship that they form online then life isn't
going to well and of course depending on who's involved in that relationship for example they
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can make the situation worse. So, there is a large element of awareness and training and support
by the respective employers, local government groups, government and by parents and schools
to help young working or school going people to let them know how to respond sensibly to their
relationships and their communications and their reaction to interactions. I think probably
having some basic understanding of what makes us think and what triggers are feeling triggers
our behavior will help all of us. So, there's no real technology solution to this it's really a simple
solution to spread as much awareness as possible from all possible side of our society.
In this context we must not forget about an emerging threat referred as “Internet Addiction”.
According to Dr. Kimberly Young (1999) "Internet Addiction is described as an impulse control
disorder, which does not involve use of an intoxicating drug and is very similar to pathological
gambling". Some Internet users may develop an emotional attachment to on-line friends and
activities they create on their computer screens. Internet users may enjoy aspects of the Internet
that allow them to meet, socialize, and exchange ideas through the use of chat rooms, social
networking websites, or “virtual communities.” Other Internet users spend endless hours
researching topics of interest Online or “blogging”. Like other addictions, those suffering from
Internet Addiction use the virtual fantasy world to connect with real people through the Internet,
as a substitution for real-life human connection, which they are unable to achieve normally. The
various types of Internet Addiction are: Information overload, Compulsion, Cybersex addiction,
Cyber-relationship addiction and Addictions to video games and online role-playing games.
Cyber world is the combination of computer and other communication convergence technology.
A working definition is offered by Thomas and Loader (2000) who conceptualize cybercrime as
those “computer-mediated activities which are either illegal or considered illicit by certain
parties and which can be conducted through global electronic networks” It is true that new
multimedia technology presents uncontested opportunity worldwide to promote and progress
human society. With this we must not forget that nothing is absolute in this universe and
everything has its own merits and demerits. Same is applicable to the internet and new
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technology in the era of communication convergence. These internet and new technology can be
used for commission of crime or to cause damage or injury to society.
As per Mary Aiken (2016) Human behavior has always been affected and shaped by
technology, but there has been no greater influence, as far as I can see, than the advent of the
Internet. You don't have to be an expert in the subject of online behavior to have observed that
something about cyberspace provokes people to be more adventurous. The illusion is that the
cyber environment is safer than real life -and connecting with other people online somehow
carries fewer risks than face-to-face contact. But our instincts were trained and honed for the
real world, and in the absence of real-world cues and other subtle pieces of information-facial
expressions, body language, physical spaces-we aren't able to make fully informed decisions.
And because we aren't face-to face when we are communicating and interacting with others
online, we can be anonymous or more important, we feel we are As discussed in the prologue to
this book, we can feel freed up and emboldened online. People can lose their inhibitions and in a
way "act drunk" because, for some, being in the cyber environment can impair judgment and
increase impulsivity. somewhat similar to the way alcohol can Disinhibition is facilitated by the
environmental conditions of cyberspace-by the perceived lack of authority, the anonymity, as
well as the sense of distance or physical remove.
1.4

The most common social engineering attacks

social engineering represents malicious online activities that trick people into revealing
confidential information or providing access to resources usually money on a personal side and
confidential or highly confidential including customer sensitive data on the organizational side.
Cyber criminals have learned various ways of convincing people to transfer money provide
information or download a file infected with malware. Five of the most common social
engineering attacks are - Phishing which is one of the most common types of social engineering
attacks where attackers use emails and text messages that contain links to malicious websites or
attachments with malware. It's hard to ignore these cyber-attacks because they create a sense of
urgency curiosity
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or fear among victims. In 2016 Verizon enterprise reported that 30 of phishing emails were
opened by the recipient and 13 of those clicked on the link or attachment.
The second most common social engineering attack is spear phishing. Spear phishing targets
specific individuals or enterprises these attacks are much harder to detect because the email is
signed and looks like one a victim would normally receive from their it supports. For example,
as a test beer phishing attack a security consultant pretended to be an i.t engineer he found out
that 85 percent of employees whom he contacted gave out information which he had requested.
In one of the biggest social engineering attacks carbonic attackers managed to record how the
company's system works and steal almost one billion dollars.
The third most common social engineering attack is baiting. Cyber criminals use physical
media such as flash drives with labels like payroll list or online forms to lure users into a trap.
Those items seem beneficial but are loaded with malware.
The fourth most common social engineering attack is scareware, this type of social engineering
attack often comes in the form of pop-up banners and alerts on the web browser. These makes
the users think that their system is infected with malware and they must install the software that
should help them. It is the malware itself.
The fifth most common social engineering attack is pretexting, the attacker usually pretends to
be a co-worker company supplier police or bank official in that way attackers can easily get
users to believe them and steal security numbers personal addresses and phone numbers or bank
records from them.
1.5

Challenges to social engineering security

Social engineering incidents happen because of mistakes made by people. There are three top
challenges of social engineering security the first is fear attackers use fear stress and anxiety that
comes with filing taxes for example to send emails to victims stating they are under
investigation for tax fraud.
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The second challenge is curiosity, cyber criminals use events and news to take advantage of
human curiosity. They trick people into opening emails by offering leaked data about a current
trend or topic. For example, when Dr. A P J Abdul Kalam passed away a phishing message
invited users to click a link and see an exclusive video of him saying his final goodbye.
The third challenge is helpfulness, an example of this is when an email is sent out to the staff
requesting the accounting database password to ensure the manager pays everyone on time and
employees take the bait and send it believing they are helping.
1.6

Technological advancement and cyber crime

As per The RAND Corporation There is no clearly articulated and globally accepted definition
of cybercrime. However, many different definitions have been proposed by experts, industry,
academia, law enforcement, governments, and international organisations. However, it is widely
recognised that cybercrime crosses both the physical and the virtual worlds. The virtual aspect
of cyberspace allows cybercriminals to disregard national borders and to target victims around
the world at range and at scale, making it challenging to combat, investigate and prosecute.
Nevertheless, most cybercrime has real-world implications despite its virtual context. Therefore,
it is useful to distinguish between two broad categories of cybercrime:
• Cyber-enabled crime refers to existing crimes that have been transformed in scale or
form by the use of the internet, such as online fraud and forgery.
• Cyber-dependent crime refers to crimes that employ a digital system as the target
as well as the means of the attack, such as the spreading of viruses or other malware and
hacking.
This bipartite definition reflects the fact that certain forms of crime in the virtual world have
their counterpart in the real world, as the internet’s relative anonymity, ease of use, and
transnational and borderless character are all features that create new opportunities for old
crimes. At the same time, certain crimes are unprecedented in their ways and means compared
to the pre-digital era. Digital systems and Information Communication Technology (ICT) are
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transforming society, services, and economic activity around the globe. But innovative new
technologies can also create new opportunities for cyber-criminals to disrupt and defraud at
scale. So how can governments and law enforcement agencies anticipate and tackle these
emerging threats? RAND Europe’s Centre for Futures and Foresight Studies (CFFS) employed
horizon-scanning and serious gaming to identify potential trends and develop actionable
insights. On behalf of the Estonian government, the European Commission asked us to assess
how a range of new and emerging technologies might be used to commit cybercrime, and to
propose ways to prevent or mitigate its impact. We identified seven emerging technology
clusters (see opposite) with major implications for:
➢ Cyber-enabled crime – existing crime transformed in scale or form by
technology, such as online fraud.
➢ Cyber-dependent crime – crime that employs and targets digital systems, such
as hacking.
New and emerging technologies will not operate in silos, but rather build and interact with one
another in ways that create broader opportunities and challenges. An array of cross-cutting
trends and implications will need to be considered – for example, increased connectivity speed
and coverage; the ability to collect and analyse more data; and increasing reliance on a few
proprietary technologies as mentioned in Figure 2.
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Figure 2: Implications of potential future cyber threats
1.7

Purpose Statement

The purpose of this paper is to introduce you with the product / solution called “The Human
Firewall”. This product / Solution has a unique value proposition to help us nurturing a securityconscious workplace culture. We’ve identified that our behavior and the behavior of the people
in our lives (at home and at work) is both the biggest threat and the best line of defense when it
comes to cybersecurity. Together we are the Human Firewall. This human firewall has three
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main components: employee education, minimizing human error and getting ahead of new
threats. But the main purpose of a human firewall is to raise the awareness of end users or
employees to such an extent that they become a solid line of defense against attempts to
compromise your systems or organization. Building a human firewall is more than just
providing one-off security training, and it’s more than telling your users what’s bad and giving
those boundaries. A human firewall seeks to stop humans from being the weak point in
organizational security, by upgrading users to think securely. This product is capable to activate
the firewall by the help of our social chatter and bring awareness and education to life which
would not only transform the organization’s Security strategy but also impact the company’s
brand image positively & equity across stakeholders globally. This prototype is not limited to
any one Line of business or Domain, this solution may be deployed amongst all the employees
across the organization irrespective of their geographic location. Everyone across the
organization will be a part of the great Human Firewall.
1.8

Thesis Organization

This paper is organized as follows: Chapter two reviews a variation of related research that has
been done on various social engineering attacks. Chapter three details the horizon scanning, and
the research been done to identify the best possible solution to safeguard the employees from
social engineering. Chapter four outlines how techniques designed to reduce an individual’s
vulnerability to a social engineering attempt by switching on the Human Firewall. Chapter five
discusses areas for follow up study as well as potential other areas of application for this
research.
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II. Literature Review
This chapter is a summary of the impressions connected with social engineering. First, the
background of social engineering and how psychology previously has been researched in
relation to social engineering is reviewed. Human Firewall models are then reviewed to give
some background on how Human Firewall might be the showstopper to defend against any
potential social engineering attacks. Finally, literature that deals specifically on how to develop
a Human Firewall is reviewed for its potential applicability to defeat social engineering attacks.
2.1

Meaning of “Social Engineering”

One of the Mandatory behaviors of Human being are that we socially interact with each other.
However, this is not an inherit skill this is a human skill that we learn as we grow up. In any
way you can interact with another human being (e.g., in person, Over Phone, Over Chat/SMS,
Over the social media platforms or Internet etc.) that's the social interaction.
Social Engineering is often referred to as a Phycological manipulation and influence people to
give away information or do an act that can give away confidential or highly confidential data or
information. Therefore, this is a well-known and one of the most popular tools amongst all the
hackers and criminals. Often the word influence and manipulation get thrown around
interchangeably. Let me explain how influence and manipulation compare and contrast.
Influence is the process of getting someone else to what to do react think or believe the way you
want them to whereas Manipulation is defined as exerting devious influence over a person for
your own advantage. These definitions might sound very similar on the first look, but the
difference becomes eminent as you pay more attention. Psychological manipulation is a type of
social influence that aims to change the behavior or perception of others through indirect
deceptive or underhanded tactics by advancing the interest of the manipulator often add
another's expense such methods could be considered exploitative and devious this means that
the person being manipulated is losing something while gaining nothing whereas the
manipulator is gaining something and potentially losing nothing. Social influence on the other
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hand is not necessarily negative, the definition implies toward social political or economic
power and power is neither good nor bad but how someone uses that power is what matters for
example people such as friend’s family and doctors try to persuade each other to change clearly
and helpful habits and behaviors. Social influence is generally perceived to be harmless when it
respects the right of the influencer to accept or reject it and is not unduly coercive but depending
on the context and motivations it may constitute underhanded manipulation. Now if we look at
the definition of social engineering as per Hadnagy (2018) “Social engineering is any act that
influences a person to take an action that may or may not be in his or her best interests.” He also
added while answering “Why is my definition so broad and general? It’s because I believe that
social engineering isn’t always negative” and we can now relate back what he exactly meant by
this statement. Unfortunately, the moment one use the term “Social Engineering” the only
thought come into our mind is the negative side of it which is quite obvious as till date almost
85% to 90% of all multinational organizations have stated that they have been socially
engineered in a negative way as depicted in Figure 2.

Figure 3: Social engineering attack
We may also say that Social engineering is the art of exploiting human psychology, rather than
technical hacking techniques, to gain access to buildings, systems, or data. When you hear the
term “Social Engineering”, this is the security industry’s way of referring to a con or scan
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technique. It’s basically the art of gaining access to buildings, systems, or data by exploiting
human psychology, rather than breaking in or using technical hacking techniques. Famous
hacker Kevin Mitnick helped popularize the term 'social engineering' in the 1990s, although the
idea and many of the techniques have been around if there have been scam artists.
Hadnagy (2018) remarks that When you understand how decisions are made, you can start to
understand how a malicious attacker can use emotional triggers, psychological principles, and
application of the art and science of social engineering to get you to “take an action that is not in
your best interests” (p. 8).
2.2

History and Evolution of “Social Engineering”

While computer technology has only progressive enough to outgrowth the idea of securitybased social engineering for the past few years, people have been using the moralities of human
psychology to manipulate others for hundreds of years.
Doubtfully, the earliest accounts of social engineering-like strategic tricking trace back to the
Trojan War in 1184 B.C. As per the story of the Trojan Horse trick, first mentioned in the
famous novel The Odyssey. As the story goes the year was 1184 B.C. The Trojans and Greeks
were immersed in a long, seemingly never-ending war. After a 10-year siege, the Greeks
realized they had to get crafty to defeat the Trojans. They constructed a giant wooden horse and
hid some of their army inside it as shown in Figure 3. The rest of the military sailed away,
appearing defeated. The Trojans fell for the trick, dragging the wooden statue past their
protective barriers as a trophy for their long-overdue victory.
After the sun went down and the Trojans went to bed, the Greek soldiers waiting inside of the
horse snuck out and unlocked the gates around their city— sneaking in the rest of their armed
forces who sailed back under the cover of darkness. The Greeks then used the element of
surprise to destroy the city of Troy from the inside, formally ending the war. And therein lies

the first recorded instance of social engineering.
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Figure 4: The giant wooden horse as per Odyssey
Another example has been cited by Hadnagy (2018) which talks about one of the first
documented stories I can find is in the Bible, in the book of Genesis, and it reportedly happened
around 1800 BCE. Jacob wanted the blessing that was to be given to his older brother Esau.
Knowing his father, Isaac, had failing eyesight and relied on other senses to know who he was
speaking to, Jacob dressed in Esau’s clothing and prepared food like Esau would have prepared.
Here’s the best part: Esau was known to be extraordinarily hairy, but Jacob wasn’t, so he
fastened the skins of two young goats to his arms and the back of his neck. When Isaac reached
out to touch Jacob, Isaac relied on his senses of smell, touch, and taste to tell him that he was
with Esau rather than Jacob. According to the account in Genesis, Jacob’s social engineering
attack worked. From the dawn of recorded history, we see one account after another of humans
tricking, duping, conning, or scamming one another. On the surface, there might not be much
that’s brand new when it comes to social engineering, but that doesn’t mean that nothing ever
changes (p. 3-4).
While these acts of dishonesty were alive and well for nearly all civilized civilization, it wasn’t
until ages later that someone put a name to this type of trickery— something more systematic
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and intentional than a simple trick. Calculated steps carefully scored to manipulate and break a
barricade.
Hacker Kevin Mitnick helped to promote the impression of “social engineering” in the
cybersecurity world in the 1990’s, wherein bad actors engineer social situations to trick a person
into taking an action.
Here’s an example of how Kevin exploited users in the 90’s:
In the 90’s, Kevin Mitnick was once the most wanted cybercriminal in the country. In 1992, he
became an escapee when he dishonored trial from previous cybercrimes by monitoring the
voicemails of the authorities investigating him.
In hopes of being able to communicate confidentially and avoid arrest, Kevin set out on a
pursuit to manipulate the technology inside the once high-tech MicroTAC Ultra Lite cell phone
by Motorola. To fly under the radar and chat without being traced, Kevin decided to go after the
source code in the firmware of the phone.
He began his social engineering siege by calling the directory to get the phone number for
Motorola (a common practice before the popularity of Google). Kevin began small by asking to
talk to the Project Manager of the MicroTAC Ultra Lite. A receptionist connected him to others,
who transferred him many times until he finally got in touch with the VP for all of Motorola
Mobility.
During Kevin’s eight transfers prior to connecting with the VP, he learned a very interesting
fact: Motorola has a research center in Arlington Heights. Under the pretense of an employee
from the Arlington branch, Kevin asked again to connect with the Project Manager for the Ultra
Lite. He socially engineered this Arlington branch pretext to gain trust and get an in with the
VP— a key tactic these engineers use.
The VP gave Kevin the Project Manager Pam’s extension, only to get a message that she was
away on vacation. On her voicemail, she left a contact number to reach another person in her
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absence. Kevin called the contact, Aleesha, and asked if Pam left on vacation yet to create the
illusion that he and Pam had connected prior, making his story all-the-more believable. He then
told Aleesha that Pam promised him she’d send him the Ultra Lite source code but said that if
she got caught up before leaving, Aleesha could send it.
He then instructed her on how to zip the files, since there were hundreds to package. But when
he tried instructing her on how to transfer the zip to his anonymous FTP, the connection failed,
and Pam asked him to hold while she went to grab her Security Manager to help.
It’s here that Kevin panics, realizing that the jig could be up if security personnel got involved,
suspecting foul play. But to his surprise, she returned with the security person’s personal
username and password to the proxy server to upload the file.
This clever narrative helped Kevin complete his mission and walk away with the source code.
Although he didn’t end up doing anything with the code, this type of highly sensitive property
information could have easily been sold for high profit or been used as blackmail against
Motorola for a generous payout.
While there’s no arguing that the Trojan Horse story and Kevin’s Motorola exploit denote
powerful examples of manipulation, modern social engineering ploys involve more direct
relationship building and clever storytelling over digital technology.
Bad actors attempt to compromise vast servers and networks of online data, with entirely new
threat landscapes and vectors like email, Wi-Fi, routers, injected USBs, SMS, etc.
But because social engineering attacks are often conducted on complex, interconnected devices,
it’s harder to trace a breach than some instances from the ’90s through the early 2000’s.
Plus, even when an attack is launched, the breach is often stealthy, with the target sometimes
having no idea they’ve been compromised for a length of time. In fact, the median length of
time an adversary will sit inside a network undetected is an incredible 146 days. During these
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months, a hacker could dig deeper into a system, gradually uncovering more private data for
financial gain.
Hadnagy (2018) mentioned about Dr. Paul Zak appeared in The Social-Engineer Podcast
episode 44. He wrote the book The Moral Molecule (Dutton, 2012). In that book and in our
podcast, Dr. Zak spoke about his research into a hormone called oxytocin. His research helped
us to see how closely it is linked with trust because he made one very important comment about
how oxytocin is released into our blood when we feel that someone trusts us. Please understand
this very vital point: your brain releases oxytocin not just when you trust someone, but also
when you feel that someone else has given you trust. According to Dr. Zak’s research, this
phenomenon has been demonstrated in person, over the phone, over the Internet, and even when
you can’t see the person who is doing the “trusting” (p. 8).
As per Hadnagy (2018) Another chemical that our brains produce is dopamine. Dopamine is a
neurotransmitter produced by the brain and released during moments of pleasure, happiness, and
stimulation. Blend oxytocin with dopamine, and you have a social engineering brain cocktail
that can open any door you want. Dopamine and oxytocin are released in our brains during
intimate moments, but they also can be released during normal conversations. Those
conversations are at the core of social engineering. I believe we use these same principles
daily—many times, unknowingly—with our spouses, bosses, fellow workers, clergy, therapists,
service people, and everyone else we meet. Consequently, understanding social engineering and
how to communicate with your fellow human is imperative for all people today (p. 9).
Oftentimes, it isn’t until the bad actor takes the quest too far and is accidentally discovered
through suspicious activity or boldly reveals themselves that the attack is even detected.
2.3

Email Scams – “Phishing”

t’s a type of internet scam, a malicious email that tricks you into giving away information or
downloading malware by clicking on a link or opening an attachment, typing in your user-id or
password, replying or unsubscribing. Even, getting you to call a cybercriminal who is posing as
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someone you trust. Clicking on links in malicious emails could take you to fake websites (they
can look very convincing) asking you to enter personal details like your password or banking
details. If you open an attachment it can download malicious software onto our networks and
systems, making them run slowly or even shutting them down. Stopping us from answering our
customers calls or from attending their appointments. Or you could download ransomware
allowing the scammers to freeze your computer and demand a ransom.
As per Hadnagy (2018) “The most talked about topic in the world of social engineering is
phishing. In fact, the technical editor on this book, Michele, and I wrote about it in a book titled
Phishing Dark Waters: The Offensive and Defensive Sides of Malicious Emails (Wiley, 2016).
(Yes, I did just shamelessly plug one of my other books.) Phishing has been used to shut down
manufacturing plants, hack the DNC, breach the White House as well as dozens of major
corporations, and steal countless millions of dollars in different scams. Phishing is by far the
most dangerous of the four main vectors” (p. 10).

Figure 5: Phishing
There has been a recent resurgence of malware primarily spread through spam emails, a strain
known as Emotet. This new tactic involves restarting old email conversations within a user’s
Outlook email inbox and tricking the user into opening it by pretending to be someone they
trust. The threat actors search for an old email chain in which the user has previously had a
legitimate conversation with a colleague and then restarts that conversation adding in a
malicious file. Malware is delivered via emails sent with malicious links embedded, or attached
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files, that when downloaded, enable to malware to propagate on the user’s machine, and other
machines in the same network. It enables threat actors to potentially gain control over a
company’s entire network, enabling data theft, loss of system control and potential failure of the
IT infrastructure and restrictions on critical business processes. In extreme cases an entire
company’s network may have to rebuilt after infection!
2.4

Call Scams – “Vishing”

As fper Hadnagy (2018) he mentioned “I honestly remember using the word vishing for the first
time. People looked at me like I was speaking Klingon. Seriously, I might as well have said laH
yIlo’ ghogh HablI’ HIv (you Trekkies will appreciate that). As of 2015, though, vishing was
added to Oxford English Dictionary” (p. 3).
“Why is it important that vishing is now in the dictionary? It goes to show how much social
engineering vectors have affected the world. Words that once appeared to be part of a “made
up” language now are part of our everyday vocabulary” (p. 3).
“As I already mentioned, this is voice phishing. This has increased as a vector drastically since
2016. It is easy, cheap, and very profitable for the attacker. It is also nearly impossible to locate
and then catch the attacker with spoofed numbers calling from outside the country” (p. 10).
Vishing is phone scamming. Criminals will use a phone call to try to persuade or frighten you
into taking actions. They don’t always make the calls in person often they’re recorded – these
are just as dangerous. Don’t be tempted to select an option. Often, they’ll use social
engineering techniques by calling large organizations on numerous occasions to get tiny
snippets of information as shown in Figure 5.
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Figure 6: The Vishing process
Each piece forms part of a jigsaw which enables them to get their goal, information, or money!
Social Engineers can be very convincing on the phone and they’ll try to convince you to act. It
could be to disclose customer information or persuade you to transfer money into their accounts.
Even download malicious software so they can take control of your PC.
2.5

Text Scams – “Smishing”

Smishing is when cyber criminals send messages via text or on social media to trick you into
disclosing information or downloading malware onto your device. As per Hadnagy (2018)
“Smishing - Yes, this is a real thing, and it stands for SMS phishing, or phishing through text
messages. With a simple click, these attacks were geared either to steal credentials or to load
malware on the mobile device and sometimes both” (p. 9).
Once on your device malware can spread onto our systems and networks. As with phishing
emails texts can include malicious links and attachments, or a good story to get you to do
something to the scammers advantage. A sample of the most common smishing attack across
India has shown in Figure 6.
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Figure 7: Sample Smishing attack
You could give away customer data and your own personal information such as your bank log
in details and passwords. Even be tricked into transferring money to their accounts!
2.6

Spear Phishing

Spearfishing is a cyber-attack that uses personal information to target an individual the attack
comes as an email, often disguise that someone you know or even a company into business
with. These attackers do their research using the information you post it on social media such as
where you work where you shop and bank and who you've connected. With this makes
detecting this type of attempt much more difficult. For example, you may get an email that
appears to come from a company you're familiar with containing a link for you to log into your
accounts. You click on the link which takes you to a website that seems legitimate but it's a fake
site designed to capture your login credentials.
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Figure 8: The Spear phishing process
Once you enter your information it can then be used to make purchases as shown in Figure 7,
bank withdrawals etc. or even sold on the black market. Just think about this how many of your
online accounts have the same password and how many haven't been changed in years. The
attackers will use this information to attempt to login to all major sites for their financial gain.
2.7

Whaling Attack

Like spear phishing, whaling is a highly targeted attack that goes after an organization’s “big
phish.” Big phish are high-value individuals whose credentials or access to resources, if
compromised, could endanger the entire business. In whaling attacks, big phish are carefully
chosen because of their position within the organization. Whaling attacks also may differ from
phishing attacks in terms of scope. The number of emails distributed is very small compared to
a massive phishing campaign that might involve hundreds, thousands, tens of thousands, or
more e-mails being sent. Whaling attacks can be more difficult to detect because they are
stealthier and fewer in number. Attackers favor senior executives, high-level officials in private
businesses, or even those with privileged access to government information. Often the content
of whaling emails is high level, specifically designed for senior management, and can even take
the form of an official report, containing highly confidential information. Sometimes emails can
contain extremely personal content certain to appeal to the individual. Whalers also make proper
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use of corporate logos and leverage real, spoofed phone numbers. Because of the high-value
targets, whalers can afford more time and effort into crafting the attack for far higher chances of
success. A whaling attack is a method used by cyber criminals to masquerade as the CEO or a
senior member of staff with the aim of stealing money or sensitive information.

Figure 9: The Whaling attack
Senior managers or CEOs of any organization being it large, medium, or Small in size doesn’t
matter but all of them have access to Confidential company documents and the entire list of
company employee and their data. Whaling attacks are usually done by sending a phishing
email impersonating an employee who reports to the target, or the opposite way round. Some
use underhanded tricks like sending a fake bill from a service provider connected with the
organization.
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III. Methodology
This chapter outlines the methodology used to properly compare social engineering attacks and
Human phycological behavior. It provides the necessary information to deploy and switch on
the Human Firewall for an effective Behavioural Security Management.
3.1

Problem Definition

This research talks about the specific areas which are the biggest concern of any organization
regarding the potential social engineering attacks. This research determines whether social
engineering can be connected to our behaviour and the behaviour of the people in our lives (at
home and at work) and how to apply techniques shown to be effective against the problem of
training someone to be resistant to any form of social engineering attacks.
3.2

Goals

The goal of this research is to explore more ideas to make a better solution to manage employee
behaviour to protect the organization from any form of social engineering attacks. This research
also focusses on the personal gaining side of the employees as they are not only vulnerable
while working but these attacks may impact them in their day-to-day life or close friends or
family members too.
3.3

Approach

A majority (70%) of consumers would stop doing business with a company if it experienced a
data breach, according to a survey of more than 10,000 consumers worldwide conducted on
behalf of Gemalto, the world leader in digital security. To find the exact challenges a survey
conducted on random 2000 employees across the organization from 23 different countries and
then the results are compared to identify the loophole in the current approach and propose a new
and powerful approach. As per the survey conducted, we have identified that the current process
is limited to share the outcome of any potential security incident only with the employee as
shown in Figure 9.
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Employee come
across any
scenarios or see
something
suspicious or Read
any news/ Article
about any recent
security incidents

Employee receive
the report from
the respective desk
and be aware of
the reality.

If it’s within the
company then
report to Line
manager or the
Security team

Respective team
complete their
investigation and
get back to the
employee

Figure 10: The existing Incident reporting process
This is the root cause behind the success of any future social engineering attacks done on the
employees as we are not sharing any ongoing incident or awareness amongst other employees
than the one who have reported the incident. So, this model needs to be updated.
After conducting another survey this time with a smaller group of people who are part of the
organization’s security champions group approx. 200 employees their inputs been considered
and a rough design of a new process been drafted, in Figure 10.
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Employee come across any scenarios or see something suspicious or Read any news/
Article about any recent security incidents
Employee Post the Incident / Threat in our internal Workplace Page
Security Experts verify the Gentility of the Incident and Approve the Post to be
visible across the organisation
The post gets published in the company Workplace Group To keep all the
employees aware of these threats
Employees are free to share these incidents in their respective timeline or groups

Figure 11: The proposed Incident reporting process
On the survey the volunteers also provided their inputs regarding the future process. Out of all
the suggestions provided by the security champions top 6 been picked to be considered while
finalizing the results which may be linked in depth and in parallel in chapter four.
As per the surveyed Champions the following 6 elements must be prioritized to decide the
results are as follows:
1. Make It Easy
It’s important to have long, detailed security policies that cover everything from
password creation to mobile devices. But instead of overwhelming them, have your
focus on strengthening a few weaknesses at a time.
2. Keep Education Ongoing
Many companies only have security awareness training once or twice a year, but this is
clearly not enough. Cyber education should be continuous, receiving updates and briefs
as new threats arise. Others should be educated whenever they change job titles as well
as on a quarterly basis.
3. Give Incentives
Encouraging participation in any of the awareness initiatives can be as simple as giving
each member special recognition for doing things like catching phishing emails. You
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can sweeten the pot with prizes or other awards. A recent study by the University of
Oklahoma indicated that public attribution and validation were strong motivating
factors in participation.
4. Include All Departments
People shouldn’t feel intimidated or that they aren’t tech-savvy enough to be a part of
the solution. In fact, it’s essential they are encouraged to join. This particularly includes
senior manager level employees who are often a target for spear phishing scams that
steal identities.
5. Keep It Human
Those who wants must do their best to help others with cybersecurity concerns, thereby
helping change culture and behaviour. Avoid treating people like cogs in a machine.
6. Always Be Evolving
The solution should be on constant alert for new threats, reporting any suspicious
activity. As their tactics change, so must the team incorporate new best practices into
their system.
3.4

Conclusion

During times of crisis, we tend to use our fast thinking, not our rational thinking. Rational
thinking takes a bit longer to kick in, so when we feel under pressure, fast thinking may take
over. But this can lead to us slapping our foreheads as we realize we decided too quickly; one
that’s led to a mistake. And we’re facing pressure but from potential hackers who are trying to
exploit the situation.
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IV. Results and Analysis
The fact is, if you only focus on the digital part of security then you’ll miss the most critical
element: human behaviour. The easiest way to infiltrate any organization is through someone
who works there. It’s rarely malicious. People get distracted, make mistakes. It’s human nature.
Executives are optimistic about what technology can deliver in the workplace but what users do,
or fail to do, can defeat the best-conceived security policies and solutions. Attacks don’t need to
be sophisticated. Phishing emails that include ‘LinkedIn’ in the subject line have an open rate of
almost 50%.
There are big gaps between policy and practice. Employees don’t admit to mistakes. Nearly half
of employees say they personally have had a security incident and not declared it. Only one in
three are 100% aware of the policies and procedures they should take to protect the security of
their organization’s data and less than half say they have received training on data security.
There’s a lack of confidence in training for new employees, and that steps are taken to protect
data when people leave the company. What this suggests is that it’s time to power up and
reinforce the human firewall. Employees need to understand that they are a key line of defense
in securing their organization. This requires (a) providing education and coaching in how to
behave safely online, (b) helping employees appreciate the impact a breach would have on the
organization and brand and (c) creating a culture in which it’s OK to speak up, to admit
mistakes.
4.1

The 3-stage thinking approach

Executives say their organizations are at more risk over the last year from (Refer to Figure 11):
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Figure 12: Organizational risk over F.Y. 2020 - 21
Human nature is part of the problem – and part of the solution. The fact remains that if you’re
only focused on technology, then you’re missing the critical bit that is human behaviour. The
easiest way to infiltrate any organization is through someone who works there. We need to
super-charge the human firewall. In our organization, we adopt a 3-stage thinking process:
✓ Stop - If you receive a link or an attachment in an unfamiliar email, don’t click it.
Urgent subject lines such as “Your Account is Being Locked if You Don’t…” or “Mail
on Hold, Visit…” are signs that you could be reading a phishing email. We recommend
you STOP for a moment and take a deep breath, These hackers or fraudsters always try
to create a situation which demands urgency or immediate action this may be via
Phishing / Vishing / Smishing. We must understand that when we are thinking too fast
or reviewing such an urgent situation for the very first time it is our emotional brain

FDPPI/DPJI-July2022

83

30
who is taking the call and making the decisions and that’s exactly what these hackers
and fraudsters wants. So if we STOP for a moment and take a deep breath while dealing
any of the situation which is urgent and which is asking to act upon something critical
which may be personal or official then that will also us to switch over from our
emotional brain to logical brain and then we can move in to Thinking.
✓ Think – Once you STOP and switch your thinking from emotional to logical brain, we
must revisit the situation and ask some quick questions to ourselves. For example, if
you have received an email which is either asking you for your personal information or
asking you to click on a link then you must reread the email and ask yourself the below
questions:
▪

Do I know the sender? (Pro-tip: Look at the actual email address, not
just the sender’s name)

▪

Is it asking for confidential information? (i.e., bank/credit card
information or usernames)

▪

Does something seem unusual or too good to be true? (i.e., You can
click a link to win)

▪

Is there an uncommon signature? (i.e., a company like Microsoft has a
consistent signature line)

Once you are done with all possible questions that may have come across
your mind then you must move into the next stage which is PROTECT.
✓ Protect - Always protect your private information by asking yourself the abovementioned questions. If you answered yes to any of them, complete to following actions
to protect yourself and the business:
▪

1If you clicked on any links in the email, opened any attachments or
replied to the email, immediately unplug your LAN cable or switch off
Wi-Fi and call your company cyber security team to report or in case of
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the same is on any of your private device or with friends or family
members then report to the respective local authority.
▪

Call the company to verify if they sent the email and report it if they
didn’t.

▪

Don’t click links or attachments from an unknown sender. This will
keep you from being sent to a malicious site.

▪

Report the email as junk mail and block the sender.

▪

Please stay alert and tell us about any other suspicious emails you
receive in the future.

As we all face a new way of working, it’s a process we think everyone could benefit from
adopting. We’re seeing hacking campaigns that are a mix of social media and emails. The
subjects range from contacting you urgently about how to protect yourself from the
Coronavirus, to how you’ve been identified as someone who’s had contact with someone who’s
been tested as positive for the infection. These kinds of emails make you want to act. They
make you feel that time is of the essence. They purposefully engage your sense of urgency,
worry and fear.
Everything is moving so rapidly that normal procedures are impacted. Scammers are focused on
this change in work mode. They’re creating plausible stories (specialist cleaning companies) to
draw you in, or making their emails appear to be from someone with financial accountability, or
recommending a collaboration download that will make working from home easier. The more
legitimate the email, the better the response.
They need just enough intelligence about an organization and who the accountable people are to
be able to direct their emails. All they need is one or two people to act out of character (in good
faith), and they could get the credentials of someone in the organization.
Or they’ll try a broader scatter gun approach or a low, slow working of credentials in an
organization - trying simple passwords that people may be using in haste, something users find
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easy to remember amongst the chaos – until they get access to a mailbox. Then they can set up a
forwarding rule, so the user is completely unaware.
If you receive an email, no matter how legitimate, no matter how urgent, take a pause. Take a
step back. Ask yourself, ‘Is what I’m being asked to do normal?’, ‘Is there anything strange
about this email / instruction?’
If there’s a little niggle at the back of your head about it, pay attention. Think how you can
verify if it’s real, how you can keep yourself safe, and who to report it to if you’re suspicious.
It takes no more than 30 seconds to engage your rational brain. Those seconds won’t make
much of a difference to the right decision, but it could make all the difference in the world to the
wrong one.
What this suggests is that it’s time to power up and reinforce the human firewall. Employees
need to understand that they are a key line of defense in securing their organization.
4.2

Switch on the Human Firewall

The biggest advantage is that “The Human Firewall” can provide comprehensive human
protection to your business. This will allow our employees to surf the internet as and when they
need and ensure that they are already aware of all potential threats. It Allows Employees to
Work Safely – With the best cyber security solutions for your business, you and your employees
are constantly at risk from a potential cyber-attack. Human Firewall ensure everyone across the
organization is strong enough to act as a firewall by blocking all possible loopholes to attack
with the help of Education and awareness.
Moreover, Human Firewall Inspire Confidence in our Customers! If we can prove that our
business is effectively protected against all kinds of cyber threats, we can inspire trust in our
customers and clients. They will then feel more confident when purchasing our products or
using of our services.
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The definition of a human firewall is straightforward. It is essentially a commitment of a group
of employees to follow best practices to prevent as well as report any data breaches or
suspicious activity. The more employees you have committed to being a part of the firewall, the
stronger it gets.
Our behaviour and the behaviour of people around us (at home and at work) is both the biggest
threat and the best line of defense when it comes to security. Together we are the Human
Firewall. Our human firewall has four main components: employee education, minimizing
human error, getting ahead of new threats, and raising security awareness. Building a human
firewall is more than just providing one-off security training, and it’s more than telling you
what’s bad, it seeks to stop people from being the weak point in security, by giving you the
tools and knowledge to think securely and stay safe by:
✓ Strengthening knowledge & awareness,
✓ Applying the right thinking and mindset in the key moments,
✓ Focusing and selecting the right actions and choices in the key moments,
✓ Embedding the right security behaviors and habits.
Security starts with you and security belongs to everyone and being security conscious means to
helps to be engaged with, and take responsibility for, security issues. It indeed reduces overall
risk of security incidents by increasing awareness of current threats and how best to deal with
them. It also Increases reporting of security incidents allowing the organization to deal with
issues in a faster and more effective way and to protect others. It helps fight against physical,
reputational, or financial damage and helps to make a positive change in the small everyday
decisions you make.
4.3

Never Trust Always Verify

“Trust is the glue of life. It’s the most essential ingredient in effective communication. It’s the
foundational principle that holds all relationships” – Stephen R. Covey
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I would like to echo the lines written by Elias Abouzeid in one of his blogs - Psychologically,
we carry a powerful tool called trust. Trust increases our comfort level to allow us to speak and
act more freely. But what if someone could develop an algorithm that could create trust, as
human relationships do? Such an algorithm would make the human a part of the trust equation
vulnerable. This kind of manipulation is known as social engineering, something that hackers
rely on for 98 percent of attacks. In the FBI’s 2018 Internet Crime Report, 26,379 people
reported being a victim of a social engineering attack—costing nearly $50,000,000 in losses in
just one year. A social engineer will manipulate their target using email, phone, or in-person
tactics to acquire confidential information. Through observing personal mentalities, reoccurring
routines, and relationships, the social engineer can develop the appearance of an individual you
might naturally trust.
Across the industry security professionals are now shifting to a Zero Trust security state of
mind. Regrettably one of the biggest problems we must address is to Trust Less and question
more. In a country like mine, India where most of us grow up in a culture where since
childhood, we always been taught to Trust people. Personally, I also believed and followed the
same legacy for quite a few years. This is exactly what the cybercriminals or the fraudsters want
you to do – to Trust. These fraudsters want you to trust their Phishing emails, Smishing text
messages or Vishing calls. These attacks and scams are now a days all around us and this is the
time when we must talk to our colleagues and educate our friends and families to trust less and
question more. The biggest challenge is how we can get rid of this cultural obstacle, Well the
solution is simple. With our research we have identified the most effective way to stop yourself
been compromised by a fraudster is to follow and comply with our Stop -> Think -> Protect
process. All what these hackers or fraudsters need is you to trust. These fraudsters may be
considered as a highly talented artists who is a master in creating a situation where you will be
forced to think by your emotional brain and that’s it! The suggestion is that if you see an email
that sets an alarm bell in your head then STOP for a few seconds and take some deep breath by
doing that you shift your thinking process from emotional brain to logical one. Now you are
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good to THINK about the email or the matter and then you will start getting the actual inner
guide and finally you will be able to POTECT yourself from these fraudsters or hackers as by
then you must have already realized that with most things in life, if something appears to be too
good to be true it usually is. So, it is important to STOP -> scams often distract our logical
thinking and make us act on instinct or emotion instead. In these moments, stop and question
your instincts. THINK -> ask yourself some basic questions – does it look, sound, and feel
right? PROTECT -> what action can you take to protect yourself and our business? Can you
challenge it, can you report it? This is how you will be able to switch on your Human Firewall.
We will see more of this theme in the next Chapter through our CPNI campaign named “Think
Before You Link”.
4.4

The Psychology of Social Engineering

On November 2003 President George W Bush visited Buckingham palace. The royal guard and
the us agents believe they have taken every precaution to ensure their trip around so smoothly.
Every branch of British security is involved to protect the president, every rooftop that might
help a sniper is checked, they had told officers to look out for anyone acting suspiciously and
inside the palace so there are armed guards. In the evening the queen the United States President
George W Bush and prime minister Tony Blair will eat the dinner together. The security is at
the highest level except for a minor detail! Two months before Ryan Perry a journalist from
mirror was able to find a job as a foot man after applying to an advert on the official
Buckingham palace website. He provided fake references on his cv and of course he didn't
mention he was a journalist. During these two months no one checked his background, and he
could walk freely around the palace taking pictures and serving food. Ryan commented that had
I been a terrorist intent on assassinating the queen or President George Bush I could have done
so with absolute ease. We have heard about stories of some of the most secure buildings and
systems in the world are hacked by exploiting the weakest link in security which is the human
factor. People tend to make mistakes; an employee might have a bad day. They might not be
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aware of the information they are giving or maybe they are tired of their job and just don't care
anymore, so they might do something they wouldn't normally do.
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V. Discussion
The last chapter focused on defining whether human behaviour or phycology could be
associated to social engineering attacks. In this chapter we discuss and brainstorm to identify
and implement the best possible methods that encourages a confrontation to social engineering.
The priority while deciding these will remain the 6 suggestions provided by the security
champions.
5.1

Workplace by Facebook

In our modern office culture almost, every organization are investing in creating their own
internal workplace for collaboration amongst all the teams / people. This is a great platform to
use to keep the Human Firewall switched on. In our organization we trial this using Workplace
by Facebook.
Workplace by Facebook helps any organization to collaborate through group discussion, a
personalized newsfeed and voice and video calls. The workplace account is separate from
personal Facebook, let's look at each of the features that provided by this tool. For example, we
can use groups for any of the project team of the organization. Whatever you like you have
control over just how open or closed to make your groups. In a group make we can make a new
post, we also can get a discussion started, we can add a photo, video, or document to get input
from the rest of the team. We can respond to other posts and bring co-workers into the
conversation too. Newsfeed gathers conversations from all the groups so that we never miss a
project update. Company announcement newsfeed is tailored with important, trending, and
relevant group conversations from across the organization. In workplace we can instantly follow
any co-worker to get their updates and one’s newsfeed on their profile once can see who they
are and how to get in touch including sending a message with work chat. We can follow a coworker to stay up to date with their posts too. Work chat connects us instantly to any co-worker
which is ideal for a quick one to one or you can loop in more people with work chat. It's easy to
get everyone involved. We can use it to chat, share files, even make video calls with our team
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irrespective of their geographic location. Organizations use workplace to plan a company event
and announce when and where it's happening and see exactly who's coming and get everyone
talking before and after the event. It comes with a great search feature where you can just type
the name or phrase you're looking for and get results from across the organization. We can also
narrow our focus by searching directly inside a group or even a work chat conversation.
Workplace helps us to stay connected to our organization wherever you are and will notify us
when we have new messages or replies. We can get notifications by email on your computer or
on your phone workplace too. Work chat also come as free apps for your Android or iPhone get
updates even when you're on the move make your company more productive and connected
with workplace by Facebook.

Figure 13: The Workplace by Facebook
With all these brilliant feature Workplace is the perfect platform to kick off with setting up a
simple group and keep the same open to everyone to join across the organization. This will be
used to share ‘Real –Time ‘warnings & alerts about Security Risks & Threats. We must adapt
and responded well to the early feedback shared by our champions and this is the best possible
solution based on the same. Success of the Human Firewall is predicated on 'volume take-up'
and the proposed use of 'workplace' is a great example of leveraging technology to aid this. The
approach being adopted is simplistic but relevant – it’s often the complexity that drives people
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away from good behaviour. Using Workplace and providing real examples of cyber matters will
help provide a more detailed understating to our workforce. This is a great example of doing our
best for our colleague - but with the added value that improving our internal estate will naturally
help improve our service for our customers and arguably our Country.
How could this be improved - not only look at this for all the Employees but what if such an
approach could be harnessed for all our customers and moderated in a way that helps improve
all our organization’s cyber hygiene.
As mentioned above I have created an open group in collaboration with our entire Security team
to help and support with any ongoing issues which all employees must be knowing to switch on
their Human Firewall. In the early days as expected the engagement and participation across the
organization were low however with more people getting involved and spreading the word, we
have seen a massive engagement in recent days as shown in the Figure 13. We have also kept
the option open to all the employees across the organization to post any potential fraud or
security incident which may not be linked to the organization but could be imported to our
personal life to be posted on the group. The post always goes through an Admin approval as a
sanity check.

Figure 14: The engagement of members across the Company
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5.2

One stop shop for all security needs

When you hear the phrase “one-stop-shop” what comes to mind? The words probably recall
megastores where you can buy everything from food to clothing to household goods. However,
stores like these are not the only businesses that can be “one-stop-shops”. Any organization’s
security culture can be a role model to others if they have a simple solution in place like the
megastores, where employees get all different variety of products and services offered by the
organization to strengthen their security culture.
During the research it has been identified that more of all the organization have a robust security
culture which include different security policies, incident reporting process, advise and guides,
help for friends and families etc. all these resources are available to the employees via different
internal portals / sites / SharePoint. In this situation if an employee is looking for some support
may be related to a security policy to establish if an incident needs to be reported or not then the
employee must visit the Policy page which normally sits within the Human Resource portal and
then move to the security incident reporting page. At times it become too difficult for employees
to keep a track of all these important pages and links of these.
What if a solution been created which may refer as a One stop shop for all security needs? This
is exactly what been done within our organization. We did listen to all the feedback which made
us in creating a one stop shop which is personal, Simple and Brilliant. Our employees can
access all the security resources under one roof, and this has been a massive success to
strengthen the Behavioural security of the organization.
This portal which referred as the One stop shop for all security needs can be referred as a
brilliant tool which can be used as a part of organization’s security behaviour and employee
engagement and to keep the Human Firewall switched on. This portal may be divided into Five
sub sections:
i.
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If something is a "hot topic," then everybody is talking about it. If it's a "topic for discussion,"
then someone wants to have a serious conversation about it. Through this section we can talk
about all kinds of latest and ongoing security concerns or topics with all employees.
ii.

Advice & Guidance –

Through this section we will be providing all relevant Advices which will recommend a specific
product or course of action for our employees to take given the circumstances and security goals
and the Guidance is an impartial service which will help everyone to identify their options and
narrow down their choices to strengthen employee’s security knowledge.

iii.

Training & Engagement

In this section of the page provides information on all available trainings and engagement
resources of the organization related to security. This section helps employees not only to view
and register for any upcoming live training sessions but also provide all the recordings of past
trainings along with all different opportunities to get engaged in security related activities across
the organization.
iv.

Security & You

This section is dedicated as the Security Champions network which provide details of what,
how, and why to be a part of it. it's always great when it's an optional program of many
organizations including us when they start to turn the corner and say it's required, or we must, or
we shall have a security champions network in place. The fun starts to dissipate and when
people are showing up to the trainings and it's because someone told them. It's not going to be
great as opposed to that security champion that's opted in for that buffer of a certain percent of
their time to say they here because they heard that they get to learn how to break things. This
section helps in providing this visibility and platform to all potential security champions across
the organization.
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v.

Communications

The purpose of this section is to help everyone in the business to understand what we’re doing
and where we’re going in the security space. This directly helps to create a community of
advocates working for one company with a shared vision and purpose. With so much going on,
internal communications have never been more important. The team will deliver
communications that will encourage and support everyone across the organization, so that
everyone can play their part in making the company a brilliant place to work. It’s challenging, at
times exhausting, but it’s also hugely rewarding and fun.

Figure 15: The one stop solution portal structure
5.3

Considering the personal side

The General Data Protection Regulation is a regulation in European Union law on data
protection and privacy in the European Union (EU) and the European Economic Area (EEA). It
also addresses the transfer of personal data outside the EU and EEA areas. The GDPR's primary
aim is to enhance individuals' control and rights over their personal data and to simplify the
regulatory environment for international business. If we investigate the GDPR Article 32(4) is
concerned with the activities of employees and other workers who act under the authority of the
controller or processor. The thrust of the requirements within Article 32(4) has traditionally
been regarded as confidentiality issues in European data protection law (see Article 16 of
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Directive 95/46/EC), but whilst Article 32 itself does not make this distinction, when it is read
in conjunction with Article 5(1)(f), which is summarized as 'integrity and confidentiality, and
Article 28(3) (b), which says that persons working under processors must work under a duty of
confidentiality, it is highly likely that, in practice, the logical reasoning that has applied to date
will continue to apply to the GDPR.
As such, it seems that all people who have access to personal data through their work for
controllers and processors are working under circumstances that are tantamount to creating a
duty of confidence. The essence of Article 32(4) is that these people must act within the
boundaries of their instructions. They should not subvert the controller's position.
So, for example, they must not misuse personal data to their own advantage or to another's
advantage, as would occur through unauthorized disclosure to third parties or by the making of
unauthorized copies.
In security terms, the risks posed by employees and other workers is often referred to as 'the
insider threat: Controllers and processors alike should have robust policies that alert employees
to their responsibilities in handling personal data, provide them with role-based and regular
training, and make clear the consequences for violating policy dictates. Employees may be
subjected to reasonable forms of monitoring, but their employers should be careful not to stray
into commenting workplace privacy violations.

Figure 16: The quote on Security by ICO
If we talk about personal cyber security of all the employees, then it is important for any
organization to ensure to educate and spread awareness around all the major steps that to protect
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employees and their families’ data from hackers and malware. This is how an employee of the
organization become more responsible and switched on not only while working but also in dayto-day life. we're helping to support kids, older and vulnerable people through free support,
which will help them to get online and make the most of the digital tools modern life
increasingly depends on. Out of thousands of such trainings and courses. For a quick overview I
would like to call out Five top trainings and courses which not only available to the friends and
family members of our employees, but these are available for anyone and everyone across the
globe:
i.

Supporting your kids online with Rio Ferdinand – In this episode, football
legend Rio Ferdinand shares some insider tips for helping your kids use the internet
safely.

ii.

Image vs reality: a families' guide to online influencers – Online influencers are
a big part of the online world, and hugely popular with our children. In this
interactive video, we delve into the role of influencers, Image vs reality, the reality
of being one, and lots of useful tips and topics which you can discuss with your
child.

iii.

ONLINE SAFETY - Gaming consoles and platforms – Set the right level of
protection on gaming devices to give children a fun and safe experience with these
how-to guides. This includes Step-by-step instructions to set controls on popular
gaming consoles and devices, how device controls work, and get access to a list of
resources and articles for further advice.

iv.

Parent controls - entertainment and search engines – In this training one will
learn to follow simple steps to set controls on sites and apps to make sure your child
doesn't stumble across things they shouldn't. This also talks about Step-by-step
instructions to set controls on popular entertainment services & search engines and
get access to a list of resources and articles for further advice.
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Parental controls - broadband and mobile networks – This training contains See

v.

step-by-step guides on how to manually set filters to limit the inappropriate content
a child might see online with step-by-step instructions to set controls on major
broadband providers and mobile networks, the limitation of network filters and get
access to a list of resources and articles for further advice.
5.4

Technological advancement of trainings

To addresses a dilemma that most employers including us are facing is that all employees need
to upgrade their security skills, learn new ones, or complete security and compliance mandatory
trainings, but in-person or online training may not be an option in the current generation or
environment specially when we are talking about a multi-national organization with huge
employee base covering most around 20+ countries across the globe. Yet, training is especially
important now, as employees strive to learn skills, and it may become even more critical with
the advancement of threats and social engineering attacks changing and upgrading their pattern
and approach on a regular basis or quite frequently. How can employers deal with this
challenge?

Figure 17: Sample Virtual Reality Security training
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One solution to this training problem comes from an unexpected place: virtual reality as shown
in the figure 16. Virtual Reality is already known to be effective for teaching hard skills and job
skills simulations, such as pilots using VR-based flight simulations. But many employees also
need to learn security skills, such as identifying a risk / threat and report or mitigate the risk. It's
been shown that learners using VR become four times more engaged than when using
traditional training methods. It also improved retention and confidence by 275% are four times
faster to train and can reduce site costs and site-related safety risks as shown in the figure 18.

Figure 18: The impact of Virtual Reality Training
On the other hand, it’s also true that not everything is suitable for VR, that's why we suggest a
blended learning approach using 3d animated e-learning packages for theoretical information
and VR training for practical components. Why use slideshows and pdf documents to train the
employees when organization could be providing them with immersive engaging and safe
virtual environments to practice security procedures and experience sites without having to
travel using a portable and easy to set up Virtual Reality headset. Virtual Reality is the most
immersive learning technology on the market. It is unparalleled in giving employees a powerful
sense of presence in the virtual environment, this technology has been rapidly adopted and
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heavily invested in by a wide variety of industries for training in both security and compliance.
A big question which any of the organization may have is, they want to do virtual reality but
what's it going to cost? And the most common response will be that it depends. I'll say the same
thing that it does depend but to give some numbers to work with, an organization could do a
virtual reality pilot for as little as $20,000, they could also do a full VR program for $150,000 or
more. There are a lot of factors to consider, what are we training on? What's our starting point
of training? Are we getting onsite and filming? Are we completely recreating something
computer-generated? So, there are a lot of factors that come into play to determining the cost,
but the entry point has gotten considerably lower. I think for organization who may have been
considering an e-learning or a video may dip their toe in the water with VR because it's not
$100,000 to do a VR program anymore. It's just not, it can be, but the price point has come
down dramatically. So, it's a wide range but it's been seen that organizations can get things done
for $20,000 and they can also spend well into the six figures.
5.5

Make it “Personal”

Let’s begin with our Behavioural Security Subject Matter Expert Mike Fortune’s statement
“When it comes to security, it’s people’s positive behaviour that makes all the difference.
Security must be a personal thing. You wouldn’t let complete strangers walk around your home.
It’s the same with your office. It’s brilliant security behaviour that keeps us all protected. But
security can be seen as a big stick that only strikes when we’ve done something wrong. That’s
why we want to recognize the huge benefit of what we’re already doing right.”
In our education for BT as we try to make things personal and real that's what we want to do.
Because we want to focus on the human side and we use that to really drive education to get
people interested, aware and focused on the cyber and physical security, because at the end of
the day it's about our behavior more than anything else. In our communication we utilize social
engineering to make the education, the engagement very powerful. We got a great belief that the
more people are aware the better choices they can make and so we've got this mission to really
switch people on a bit more about being aware about being human being what it means to our
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behaviors and what it means to communicate and that helps people and enable them to think
naturally. It’s time to make security personal. During our masterclasses or awareness sessions
we get lots of employees who are uninvolved in the cyber world, I often share the real-life
examples of how these cyber criminals or fraudsters are attacking everyone from big businesses
to our friends and family members. And in these sessions as mentioned by Dave Gruber in one
of his blogs I always ask everyone one question “What are you doing to help all of my friends,
our children, and the rest of our community stay safe from cyberattacks?” As humans
everything is personal to us and this is an important part of who we are as human beings, the
things that matter to us literally become a part of our brains in a real concrete measurable way.
If you are spreading awareness on basic Behavioural security measures or awareness across the
organization, it is important you keep it personal. Rather than informing employees to follow
the policies it will bring more adherence and impact if we make it personal. Let me show you
some examples of how we in BT making security personal (Fig 19-21).

Figure 19: The Door
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Figure 20 : Leaving device unlocked

Figure 21: Don’t feed the Phish
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5.6

Biriyani and Security

Security trainings are important for any industry including our one, but do people really
complete these trainings properly or it’s more like a formality to them to complete? Reminding
employees to stick to the rules feels like their parents telling them to eat healthy / homemade
food regularly and avoid junk / restaurant food. You know they are right but anticipating that
plain taste that awaits you simply puts you away. You decide to leave it for tomorrow, so much
so that you never get to it.
Biriyani, on the other hand, are delicious and require not whatsoever to pamper in your cravings
for them. Biriyani is an Indian dish made with highly seasoned rice, spices, clarified butter and
meat. It does not require anyone to force you to eat a plate, may be two.
In our everyday lives we wish to do Biriyani tasks without giving it another thought. Things like
storing confidential files on Dropbox or emailing them to our personal accounts you know,
taking a little bite here and there. It is like we always tend to think as It's only for today', so that
it gives us an assurance that it is so harmless, like an ease food. Quite often we realize later and
sense bad that we bypassed a healthy food habit. At times we use our personal devices instead
of a company-issued encrypted one, but at the end of the day who cares? Who will notice? If
there is no histrionic impact on our health, a bite here or a bite there won't cause any harm.

Figure 22: The Great Indian Biriyani
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But quite often one fine day we realize that it's not all healthy. The result of our laziness or lack
of willpower eventually rears its ugly head when the doctor makes us stand on the scales and
has a look at our blood pressure. To remind us our parents advise of wisdom is the doctor's
warning of an unhealthy present and an unwelcoming future. This may sound very similar for
the potential threats / challenges of the company's security.
We all must eat more healthy food and avoid junk foods e.g., Biriyani.
In our office we serve Biriyani 2 days per week and rest of the days we do serve like homemade
meals and to no surprise on the days when we have Biriyani on our menu that gets over within
15 – 20 minutes where the rest of the days we get a lot of left over. The same things may
observe with company’s security policies or trainings. We need a next generation chef who may
come up with ways to make healthy foods more interesting, Same goes for us the data and
security analysts to come up with more ideas which will help all employees maintaining their
security diet.
We must try and brainstorm in making security more like Biriyani - effortless, even attractive,
but keep it as healthy as a homemade food. I know it may not Sound as simple as it is in real.
We must invest in serviceability studies to make sure that our security solutions are one of the
easiest to use. This may involve learning a completely new cooking process. Now the big-time
question is how to prepare healthy homemade food which tastes like Biriyani without letting
everyone know. To achieve this we, the security professionals need each employees' support.
Organizations like ours are like one big family, we want to ensure all our family members stay
healthy, otherwise when a single member gets sick, the whole family is at risk of getting sick as
well, whether it be catching an infectious disease or adopting an unhealthy lifestyle. It's like
having the slimmest, fittest family member refrain from adding biscuits to the grocery list in
order not to tempt the lazy people. It's a team effort. For a company to stay healthy, everyone
must keep a healthy lifestyle of eating healthy food regularly, even when it is not that pleasant.
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The whole company needs to know that security is important for achieving its goals, just as we
should all know that having healthy homemade foods will guarantee a healthy body. Employees
contribute to the efficient operation of the business when they comply with security policies and
complete their security trainings with full ownership. Not only does security ensure
confidentiality and the integrity of information, but it also guarantees that the resources are
available for employees to complete their primary tasks.
We need to realize that we contribute to security, and we can inflict serious damage on a
company when we don't comply with security policies, no matter how insignificant or harmless
they may seem. As employees, we are individually responsible for the organization’s exposure
to security risks, just as we are responsible for exposing ourselves to illness. Our behaviour and
daily regime significantly shape our quality of life, and our practices shape the quality of our
business.
The health of the company is everyone's business. Let's all eat healthy homemade food while
helping the security specialists to come up with better-tasting ones.
5.7

Increase the frequency of Security Trainings and Masterclasses

Most organizations mandate various security trainings for all their employees. With the
increasing trend in Social engineering and phishing attacks, in addition to the trainings been
made mandatory throughout the year, cyber security masterclasses have been introduced to
provide additional support to all the employees. According to the research, the effect of these is
concise. Now the question is, how often should cyber security training and masterclasses be
repeated?
The increase in cyberattacks specially in recent days during the pandemic started to worry
everyone, including the company employees. In addition to the increasing number of
ransomware attacks, we face more and more sophisticated phishing attacks every day.
Organizations should also change their cybersecurity environment, implement appropriate
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security training, and renew themselves. Every employee must be aware of current threats to be
able to take effective measures through some masterclasses.
Studies show that phishing training increases cybersecurity awareness at a high rate in the short
term, but their effects decrease over time. According to the results, while the training remains
very effective for 4 months, they have almost no effect after 6 months. That’s why it’s critical to
set up cybersecurity programs to repeat every 4 to 6 months.
October, which also known as National Cyber Security Awareness Month which has a different
theme each year. Last year’s Awareness Month theme was “Do Your Part. #BeCyberSmart”.
With this concept, they aim to increase the cyber awareness of companies and individuals. This
reminds us that Cybersecurity Awareness Training Needs Regular Refreshment. Why so
frequently? The knowledge and savvy that employees gain from security and phishing
awareness training is forgotten over time. In a study of cybersecurity awareness training
retention, test subjects went through a single training course. Researchers then retention tested
them four, six, eight, ten and 12 months later. The findings concluded that the longer the test
subjects went from the original training date, the worse their memory was of what they’d
learned. The sweet spot for retention was at four months. Once the testers passed that mark,
their retention dropped dramatically until their performance at ten months was the same as it
was when they started the study.

The campaign aims to emphasize that cyber responsibility belongs to both the company and the
employee. Both parties need to work hard for a proper cyber defense. Phishing training is
perfect for this. Because today we receive thousands of phishing emails every day, which means
that the emails managed to find us by circumventing various security measures. So, cyber
security training and phishing simulations are essential to combat phishing emails. Also, it is
critical that training is continuous. However, companies should adjust the training frequency so
that they do not interrupt the work and do not bother the employees.
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A single weak link in your company can cause your entire system to crash. You cannot be safe
face to face until you have corrected all your weaknesses. That’s why you should create a
cybersecurity program that covers all levels of your company.
5.8

Recognition

One of the strongest influences on the security culture of an organization is employee
recognition. Recognizing employees for their everyday contributions towards great behaviour
on security being physical or cyber touches every aspect of the organization's environment and
the overall employee experience. To keep employees motivated and contribute towards overall
organizational security benefits and salary are not the only critical considerations of the
employee experience and the overall company culture, recognitions are also major
considerations as well. Let's look at six facets of workplace culture that help to make
organizations more attractive to talent via employee recognition the first aspect is engagement a
Gallup poll taken in 2017 reported a not so positive outlook on employee engagement and stated
that as many as 51% of the
employee workforce is not actively engaged employees who receive strong recognition have
been found to improve their work relativity and quality by 80%. Number two is improved
leadership strong leaders that act as engaged mentors not only create a heightened sense of
camaraderie but relationships between employees and leaders are improved especially when
employees are recognized for their ongoing efforts. The third aspect is opportunity, providing
employees with opportunities to grow and develop both personally and professionally is
important recognition for achievements such as spotting a potential social engineering attack
over social media platforms or proactively reporting spam messages or emails is a great
motivator. Number four is success; employees want to feel as though they are part of a winning
team and that their efforts for doing meaningful work are recognized when the company gets
Awards or special mentions. Number five purpose give employees a reason for their presence
and their contributions within the organization for them to feel connected many studies show
that when people feel the purpose or reason for being or doing, they are more likely to be
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productive and happy. And finally, number six is wellbeing, organizations often focus solely on
the physical aspects of workplace security culture however to create well-rounded employees’
employers must also focus on the well-being that involves employees’ emotions and social
environments. Recognition is a tool not often seen as a key factor in workplace culture but to
effectively make an impact on the organization and for the customers it should never be
underestimated.
We must thanks to people who do something special and bring our values to life. This must
include great behaviour showcased on the security aspect of the organization. A big bold
Behavioural security culture needs a bigger bolder recognition scheme. Give a quick thank you
on the recognition wall where others can see, like and comment on the recognition you give or
receive.

Figure 23: A quote from John F. Kennedy
Recognition is a keyway of celebrating the contribution that people are making right across the
business to showcase great security behaviour and adherence to the culture. This must also
include the efforts of any individual to spread awareness either by reporting security incidents or
keeping all other co-workers informed on any potential security risks. We can say thank you and
well done to people by sending them an email or e-card, we can also nominate them for a Role
Model award (if available) or any other recognition program available within the organization.
Within our organization we are continuously working to improve our reward framework to
ensure we recognize every individual showcasing great behaviour in Security. We have
dedicated badge as showing in the figure: 24 to recognize any of the instances like reporting
Phishing emails, potential social engineering attacks etc.
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Figure 24: Security Hero appreciation badge
5.9

Make it a part of Social Responsibility

Corporate Social Responsibility (CSR) is about giving something back to society. It could be
local, regional or on a global perspective. Our organization is very good at taking part in
different activities to support different causes. In addition to helping and supporting the selected
groups or projects, it is also an activity that help form good teams and generates pride among
people taking part. Doing something that really matters, and to see the result is very satisfying.
People working for the organization are allowed two working days per year for these kinds of
activities. When you can turn a lazy Saturday morning into a fulfilling journey of empowering
our next generation, that’s when you know you’ve made it.
CSR is about making a real difference to the communities we operate in and to individuals
there. In India we collaborate with different Non-Government Organizations to do our bit.
During this research it’s been observed how the young generations are interested in
strengthening their Human Firewall to protect not only themselves but also their friends and
family members from all these online frauds. Within our organization I have now been working
with such and NGO named as “Transform Schools”. Transform Schools is working in 67,000
government secondary schools to improve the learning outcomes of 2.4 million children across
four States in India, increasing their transition to higher education and access to career
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opportunities. They do this by providing rigorously tested tools and training to teachers,
students, governing bodies, and parents with the vision of “Every child and young person
deserves the opportunity to realize their full potential and thrive.” These are the perfect platform
to spread awareness around cyber security for any organizations which indeed will create a great
Corporate Social Responsibility story to tell. To start off I have created a quick 20 mins videobased masterclass for the school going girl students of 10th and 11th Standard based in Kolkata,
India in their regional language “Bengali” the title slides as shown in figure 25.

Figure 25: The Digital Safety and Online Privacy Title slide
This was the very first attempt to this kind to spread awareness amongst school going children
to help and support to keep the Human Firewall switched on. Let me take you through the
content and the background of this initiative which is a recommendation for all organizations to
follow as a part of their corporate social responsibility to ensure we create a safe and secure
future for our coming generations specially the change in approach in the day-to-day life of
everyone including our children due to COVID 19.
First, I must admit that We are going through some tough time, where we had to Move aside
old-style fun and games for our children as well as ourselves. For all of us it’s all about hash tag
being connected all the time through phone apps, social media sites, online gaming AND shares
likes tweets, and the list goes on and on. Technology is our middle name but there is such a
thing as over exposure. One of those moments where all the parents are right. So, while we and

FDPPI/DPJI-July2022

111

58
our children enjoy the freedom let's also keep an eye on the serious dangers hiding in the vast
web of communication. It sounds scary but with just a few rules we all can stay safe online.
Rule Number one do not accept requests from unknown people, the first thing our mummy has
taught us since we were little which is don't talk to strangers. The same rule applies online as
simple as that. Unknown online entities posing as friends may want to chat with you or share
emails, but just hold on for a second and think why an unknown person would suddenly want to
be friends with you. If you have ever accepted any such requests in the past then it’s time to
remove them from the list, also do not share your personal information with anyone online until
and unless you are sure about the person. And never ever meet up with them in real life, this
may turn out to be a personal security issue if the person has bad intent.
Rule Number 2 be mindful of photo sharing. It's the age of Facebook, Instagram, Snapchat,
WhatsApp, and YouTube. Publishing posts, pictures or videos is the language we all are talking.
Afterall who wouldn't want to be the coolest person of millennial town? But always remember
to keep your privacy setting to Friends ONLY, we do not want the whole world to know our
every move. Also remember putting up loads of your personal information on the Internet can
turn into an invitation for negative entities to use and more importantly to misuse it Like - like
creating fake online accounts using your name and Photo, Use your details for illegal activities
and fake money transactions all this using your identity.
Rule Number 3 - Safeguard your EMAIL AND social Media apps. Enable two factor
authentications like after login with your ID and Password enable a Pin or OTP to be validated
This will ensure you are safe with all your accounts. Always enable notification and select right
alerts and configure privacy policy as only share with friends while sharing any information.
Rule number 4 and the most important one - beware of cyber bullies. When our parents were
kids bullies only roamed in the school corridors. Well today they are also on our computers and
phones. cyberbullies are all those nasty faceless guys who will take offence to even a simple
post and use abusive offensive language to put you down. This is a real risk for us and our
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children as being online is a part of all our life now a days. So, what do you do, or you teach to
your children if anyone you know face this type of situation? First, do not be afraid, Second Just
blocked them and ask to report them to parents / teachers/ your elder sibling with whoever they
are comfortable with. for good every mobile app or social media that has an easy to operate
feature for reporting cyber bullies, so use the report option to report any Post/ Comment/Photo /
Video after which it's the company's job to act.
The above content made real difference in the kids’ day to day life and the feedback which been
received was simply fantastic. The one thing which everyone of us must start spreading across
the world is When you post online, you post to the world!!! This is important.

5.10

Think Before You Link

In BT we do work together with Centre for the Protection of National Infrastructure who are the
UK government’s National Technical Authority for physical and personnel protective security.
One of their recent campaigns which we did promoted across the organization is “Think Before
You Link” as per Figure: 26. This is designed to report suspicious profiles and remove them
from their official or personal / private network. Criminals and hostile actors may act
anonymously or dishonestly online to connect with people who have access to valuable and
sensitive information. They often do this by posing as recruiters or talent agents who will
approach individuals with enticing opportunities, when their real intent is to gather as much
information as possible from the target. The consequences of engaging with these profiles can
damage individual careers, as well as the interests of your organization, and the interests of UK
national security and prosperity. This guidance provides practical advice on how to identify
them, how to respond, and how to minimize the risk of being targeted in the first instance.
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Figure 26: Think before you link
As per the research done by CPNI The Five Es Behaviour Change Framework is key to the
success of every campaign and is made up of five principles as shown in Figure 27.

Figure 27: The Five Principles
➢ Educate - People are more likely to engage in behaviour if they understand why it is
important to do so. Educating is about helping staff to understand the nature of the
threat, and why this poses at risk them, the organisation and national security.
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➢ Enable - To behave in the desired way, staff need the necessary resources. In this
context, they need clear, concise instructions on how to identify a malicious profile and
what to do when they are approached by one.
➢ Shape the Environment - Environmental cues can make it easier to do the right action,
so it’s important to shape the environment and ensure that the desired behaviours are as
easy as possible for staff to do. In this campaign, this might involve re-shaping
reporting mechanisms so that they are streamlined and easy to use.
➢ Encourage the action - Staff need feedback to help reinforce the desired behaviour and
discourage the undesired one. If staff receive little or no meaningful feedback in
response to their reporting, they may feel ignored and associate this behaviour with a
negative experience. This could make them less likely to report again.
➢ Evaluation- Like all change initiatives, assessing the impact of your campaign is an
important step. Demonstrating the impact of the work will help raise support for future
initiatives.
Let’s investigate one of the Case Study done by CPNI: “Matthew” – Figure 28 – 30.
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Figure 28: Case Study1
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Figure 29: Case Study2

Figure 30: Case Study3
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To stay safe from being one of the victims we must Memorise the four Rs to protect ourselves
against malicious profiles per Figure 31.

Figure 31: Four Rs
1. Recognise the profile? - When a new connection adds you or gets in touch on
social networks check to see if you recognise them first. If you do not recognise
them watch out for signs that you can associate with fake or malicious profiles. We
all know that things on the internet are not always as good as they seem.
For example, when shopping online you might find what looks like a great deal, but
a quick look around the web can help you unmask a potential scam. The same is
true of opportunities on social and professional networking sites. If you’ve been
contacted by a profile you don’t recognise.
2. Realise the potential threat - You may realise the threat from the way the profile
looks and the kind of personal and professional information it lists. But if not, the
next signs you should look for are related to the way the profile engages with you.
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3. Report to your Security Manager - Once you realise that you might have been
contacted by a malicious profile, reporting them to your Security Manager is the
best way to protect yourself and others. All platforms provide robust reporting
mechanisms for suspicious profiles or content and you should report through these
channels as well as reporting internally.
4. Remove them from your network - Keeping malicious profiles in your network
adds legitimacy to them and puts your colleagues, organisation, and other contacts
at risk. Encourage your trusted friends and colleagues to also remove these profiles
if they have connected too.
There are two audiences potentially viewing your profile – genuine professional contacts who
support your credibility and raise your profile, and those who are out to exploit you and your
organisation. When managing your profile, you want to provide enough relevant information to
your genuine contacts without giving away so much detail that it makes you vulnerable
to targeting by malicious profiles. Think about what is the lowest level of detail that you need to
provide for your profile to promote you properly to friendly audiences. What is the relevant
information to potential talent hunters or recruiters? Does your profile give away unnecessary
detail? To protect yourself and your organisation from malicious profiles, start with making
your online presence secure. And, when contacted by someone new, always remember the four
Rs
5.11

Restrictions of Applicability & Probability for Future Research

The finding of this thesis, and the efficiency of any training program created to incorporate this
research paper depends largely on the ability of previous research done on the human phycology
and its relatable impact on any potential cyber or social engineering attacks. This research and
the relevant hard work brought significant improvement on the overall Behavioural security
management of BT; the same techniques may not be effective against all organizations. With
that said, more research is required in this area.
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If a means of measuring an individual’s vulnerability to social engineering can be developed,
then a study that verifies the effectiveness of this type of training when applied to social
engineering would add validity to this study.
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Figure 32: The Quarter Final award
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Figure 33: The completion award
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